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(Kem theo Con Va 5
Yéu ciu ky thuit cia thiét bl; dich vu duéi diy la cde yéu ciu ky thuit tdi thiéu hodc twong duwong.

1. HANG MUC MUA SAM THIET BI, LAP DAT VA DICH VU KEM THEO
1.1. THIET BI CNTT, PHAN MEM THUONG MAI, LAP DAT CAI PAT VA DICH VU KEM THEO

W TTKS ngay 23/04/2024 cua Trung tam Khao sat, nghién cieu va phat trién thi truong)

STT Tén hang muc/thiét bj Yéu ciu ky thudt tdi thiéu hoic twong dwong Don vi tinh | S6 lwgng
A | HE THONG CHINH
I | Hé thong quan Iy dién toan dAm may
1 Phin mém thwong mai
I,I | Phan mém nén tang di¢n todn ddm mady Phan mém 1
1.1.1 | May éo

Giai phap cung cap 03 tinh ndng sau:

1. Tao may 4o mdi thong qua giao dién d6 hoa (GUI).

Tao mdy ao 2. Tao may a0 méi thong qua giao dién dong 1énh (CLI).

3. Tao mdy a0 m¢i thong qua giao dién lép trinh tng dung
(API) tich hop véi hé théng khéc.

Giai phap cung cap 02 tinh ning sau:

1. Cho phép ngudi dung tao nhiéu may a0 mot lic véi sd
lugng t6i thiéu 02 may / 1 lan tao.

2. Cho phép ngudi dung tao nhiéu may 4o mdt lic véi s6
luvong loai hé diéu hanh khéc nhau, t6i thiéu 02 hé diéu hanh
khac nhau / 1 1an tao.

Giai phap cung cép 04 tinh ndng sau:

Tuy bién may ao 1. Cho phép ngudi dung tao may o tir tép tin hé diéu hanh
ma hé théng hd tro.

Tao nhi€u may ao ciing mot luc
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2. Cho phép ngudi dung tuy bién may do mudn tao va luu lai
méy 4o sau khi tily bién thanh tép tin hé diéu hanh.

3. Luu trir tép tin hé diéu hanh do ngudi dung tao ra trong
nhom tép tin hé diéu hanh tuy bién.

4. Cho phép nguoi dung chon tép tin hé diéu hanh trén giao
dién cdng thong tin quan tri (web portal) dé tao may 4o tiy
y.

Nhiép / xudt may ao

Giai phap cung cap 03 tinh ning sau:

1. Cho phép nguoi dung tai 1én va tao may do tr nhitng tép
tin hé diéu hanh c6 dinh dang 1a VHD, VMDK, QCOW2
hodc tuong duong.

2. Luu lai may 4o dang chay thanh cac tép tin hé diéu hanh
c6 dinh dang la VHD, VMDK, QCOW?2 hoéc tuong duong.

3. Cho phép ngudi dung tai xudng céc tép tin hé diéu hanh.

Chuyén ddi dinh dang tép tin hé diéu

hanh

Giai phap cung cap tinh ning cho phép ngudi ding chuyén
ddi qua lai céc dinh dang tép tin hé diéu hanh la VHD,
VMDK, QCOW2 hodc tuong duong cung mot lac.

Trién khai mdy &o c¢é cau hinh cao

Giai phap cung cap 02 tinh ning sau:

1. Ho tro trién khai cac mdy do c6 so lugng lén nhan xir ly
va ¢6 b nh¢ kich thudce lon ma ning vé b nhd (memory-
intensive) hodc ning vé nhan xur ly (processor-intensive).

2. Hb tro it nhat 64 vCPU va 128 GB RAM.

Thay ddéi cau hinh phén clrng may 4o

Giai phép cung cap 02 tinh ning sau:

1. Cho phép nguoi dung thay dbi ciu hinh phan cimg may
a0 trong khi cic mdy o dang chay, khong yéu cau doi véi
trueong hop giam kich thudce 6 cing.




4

STT

Tén hang muc/thiét bj

Yéu ciu ky thudt tdi thiéu hodc twong duong

Don vi tinh

S6 lwong

2. Thong béo cho nguoi ding ngay 1ap tirc khi can phai khoi
dong lai may ao dé ap dung thay doi.

Di chuyén mdy do gilta cac may chu vit
ly

Giai phap cung cap tinh nang di chuyén di liéu ctia mot may
ao dang chay tir mdy vt ly nay sang mdy vit ly khac ma
khéng phai tit hodc khoi dong lai may ao.

Di chuyén dit liéu may ao gilra cac bd
luu tritr khéc nhau

Giai phép cung cap tinh ning di chuyén dit liéu cia mot may
4o dang chay tir thiét bi luu trir nay sang thiét bi lwu trir khac
ma khong phai tat hodc khoi dong lai.

Khoi phuc may ao sau khi ¢6 1i xay ra

Giai phap cung cép tinh ning khéi phuc / khai dong lai tu
dong may ao (khi co s ha ting vit ly phat sinh 16i) ma phai
théa man 02 diéu kién sau:

1. Phat hién dugc 6 16i da xdy ra khi hé thong gip su cd.

2. Ty dong khéi dong lai may do khi phat hién 16i.

Tinh nang phin bd méy o trén céc may
vét ly khac nhau (anti-affinity)

Giai phap cung cép tinh ning cho phép nguoi dung cau hinh
cac thong s trén may 4o dé xéc dinh vi tri trién khai cac may
a0 khéc nhau trén cac may vat ly hodc trung tam dir liéu khac
nhau (nhdm phong tranh sy anh hudng cua vén dé nao do vé
phén cting hoic co s¢ ha tang dbi voi tit ca cac may ao cung
mot lac).

Tinh ndng ho trg tu dong thay doi cau
hinh hé thong mirc co ban

Giai phap cung cap 02 tinh nang sau:

Tinh ndng ho trg tu dong thay ddi theo chiéu ngang thong
qua 03 cach bao gom bat / tit may &o; tao ra cic may 40 mai
dua theo ké hoach duoc lap tha cong trude dé; thiét 1ap cdu
hinh tai nguyén cho may 4o theo cdu hinh dugc dinh nghia
trudec.

Giai phép cung cip 02 tinh ning sau:
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Tinh ning phan bd mdy 4o trén cung
may vat ly (affinity)

1. Cho phép nguoi dung dinh nghia cdc quy tic hop téc trao
doi dit liéu gitra cac may ao.

2. Hd tro trién khai cdc may do thudng xuyén trao doi dit liéu
v@i nhau trén cing mot may vat ly.

Truy cdp vao may ao thong qua giao
dién bang diéu khién (console)

Giai phéap cung cap 02 tinh ning sau:

1. Cho phép nguoi dung truy cdp vao may ao thdng qua giao
dién bang diéu khién (console)

2. Cung cp giao dién bang diéu khién (console) twong thich
v6i cac trinh duyét pho bién.

Gin céc tép tin dinh dang ISO trén may
ao

Giai phap cung cép tinh nang Gan céc tép tin dinh dang ISO
trén may ao (cac tép tin dinh dang ISO co thé ndm trén mot
kho dir li€u riéng cta giai phap).

Sao luu/khéi phuc may ao

Giai phéap cung cap 05 tinh ning sau:

1. Cho phép nguoi dung sao luu may do thanh céc ban chup
(snapshot) theo ké hoach duoc lap tha cong hodc dinh ky
trude do.

2. Luu trir ban chup (snapshot) dugc tao ra dua theo thong
tin vé thoi diém tao.

3. Cho phép nguoi dung sao luu mdy do théng qua cong
thong tin quan tri hodc CLIL

4. Cho phép ngudi ding sao luu it nhat 07 phién ban khéc
nhau cia mdt may ao.

5. Cho phép nguoi dung khéi phuc mdy do tir ban chup
(snapshot).

Giai phdp cung cap 02 tinh ning sau:
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STT Tén hang muc/thiét bi Yéu ciu Kk thuit t6i thiéu hoiic twong dwong Pon vi tinh | S6 lwong
1. Cho phép nguoi quan tri va nguoi dung gidi han IOPS cua
Gi6i han IOPS va bang thong 6 dia cua | may o.
may 4o 2. Cho phép nguoi quéan tri va ngudi dung gidi han biang
thong 6 dia clia may ao.
Giai phap cung cap tinh nang cho phép ngudi dung gidi han
Gidi han bang thong mang clia mdy 40 | bing thong mang ctia mdy ao cho ca hai ludng luu lugng
mang vao / ra.
Giai phap cung cap tinh nang hd tro cdu hinh NUMA and
Trién khai may 4o can st dung cac cong | Transparent Hugepage, PCI Pass through, SR-IOV, OVS-
nghé ting tdc (accelerator) DPDK, CPU pinning, DPDK va Direct 1/0, khi trién khai
céc mdy 4o can sir dung céc cong nghé ting tbe (accelerator).
Ty dngchon mAychil vit 1y khi o mét GiE:li pAhé[? a:ng-:cﬁp tin‘h n:c'm% cho ’;?hép tu :déngA ChOfl mé,)(
miiy domdi Cl.lLl vat ly dé trién khai mdy 40 mdi tao nham cén bang tai
gilra cac may chu vat ly.
Thiét lap hodc thiét 1ap lai mat khau cho | Giai phép cung cép tinh niang cho phép quan tri vién nhdp
tai khoan quan trj cia may ao mat khau cho tai khoan quan trj ciia may 4o.
Dinh nghia, ciu hinh va khéi tao cum | Giai phap cung cép tinh ndng cho phép ngudi dung dinh
gdm nhiéu may ao nghia mot cluster méi tuy y.
1.1.2 | Thiét bj luu trir

Tich hop cac thiét bi luu trix truyén
thong va giai phap luu trir bing phan
mém

Giai phép cung cap 02 tinh ning sau:

1. Ho trg giai phap luu trir bang phan mém (SDS-Software-
Defined Storage).

2. Hb tro tich hop céc thiét bi SAN (Storage Area Network)
va NAS (Network-Attached Storage).

Tich hgp cac dich vu luu trit

Giai phap cung cip 02 tinh ning sau:

I. Ho tro luu trit dang khoi (block storage)
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2. Ho trg luu trir dang doi tugng (object storage) va luu trix
dang tép tin (file storage)

Ap dung chinh sach déi véi cc dich vu
luu trit phan ting

Giai phap cung cap tinh niang cho phép ngudi ding thiét 1ap
chinh sach ddi vdi cac dich vu luu tri phén ting.

Gén bd nhd trén nhi€éu mdy ao

Giai phép cung cap 02 tinh ning sau:

1. Gan mdt 6 cimg 4o (tir SAN hodc SDS) trén nhiéu may &o
) clirng 4o ¢co thé & ché do chi doc.

2. Gan mot hé thong tép tin chia sé dung chung trén nhiéu
may ao.

Quan ly, phan bo cac tham so hiéu ndng
cua O cung ao

Giai phép cung cip tinh nang cho phép ngudi ding chon mét
phan 16p hiéu ning cho cdc 6 cimg 4o.

Tu dong phan bo dit liéu trén ving luu
trir

Giai phap cung cap tinh ning tu dong phan b dit liéu trén
ving lwu trit dé phan tai cho cac 6 dia.

M¢ rong vung luu triv

Giai phap cung cép tinh niang cho phép nguoi ding ting
dung luong ctia mot ving luu trir da c6 san.

Mé rong céc 6 cling a0

Giai phap cung cip tinh nang cho phép nguoi dung ting kich
thude ctia mot 6 cing 4o (6 cing o cua thiét bi SAN hodc
SDS) da c6 sin ma khong phai cip thém & cimg do méi hodc
sao chép dir liéu sang 6 cing a0 mai.

Di doi dir li€u gitra cdc vung luu trit khi
hé thong dang van hanh

Giai phap cung cép tinh ning cho phép quan tri vién di
chuyén dit lidu gita cac vang luu trir khi hé thong dang vén
hanh.

Sao luu 6 cing ao

Giai phap cung cip céc tinh ning sau:

1. Cho phép nguoi ding sao luu 6 cling 4o tai mot thoi diém
bat ky thanh cac ban chup (snapshot) théng qua cic cich
thire tu thao tac (self-service.)
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2. St dung cac ban chup (snapshot) thong qua cach thire tu
thao tac (self-service) véi muc dich dé cép thém may a0 mai.

Khé niang cung cdp luu trir dang ddi
tuong (Object storage)

Giai phdp cung cép tinh ning ho tro kha ning cung cép luu
trir dang ddi tugng (Object storage) ma phai théa man céc
diéu kién sau:

1. Luu trit va truy xuat dit liéu thong qua API trén dich vu
web.

2. Ho trg kha ning thay doi dbi vai timg doi tuong don 1é va
toan bo luu trir dang dbi tugng (Object storage).

Mai hoa dir liéu

Giai phép cung cép tinh ning cho phép nguoi dung ma hoa
dir liéu hodc cdu tric dir ligu.

Sao luu dbi tuong

Giai phép cung cap 02 tinh ning sau:

1. Cho phép nguoi dung sao liu déi twong thanh nhiéu phién
ban tai nhing thoi diém khéc nhau nham muc dich phong
ngura viéc mat mat dit liéu do ghi de¢ hodc xoa doi tuong.

2. Cho phép nguoi ding cau hinh viée sao luu thong qua
CLI, GUI hoic API ddi véi timg ddi tuong.

Mang va mang dinh nghia bing phan
mém (Software-Defined Networking -
SDN)

Quan ly hi¢u naing mang

Giai phap cung cép tinh ning cho phép ngudi dung quan ly
hiéu ning déi véi timg mang ma may o két ndi dén bao gdbm
viéc gidi han bing thong, do tré, quan ly chét luong dich vu

(QoS).

Giai phap cung cap 04 tinh ning sau:
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Tich hop nhiédu cdng giao tiép mang ao
trén vNIC mdt may ao

1. Cho phép nhiéu dia chi [P khac nhau dugc gan cho mat
méy 4o thong qua tich hop nhiéu cdng giao tiép mang o trén
vNIC véi dia chi MAC khac nhau cho may do dé.

2. Cho phép ngudi dung sir dung két hop ca dia chi IP public
va dia chi IP private dé gan cho may ao, ngoai trir trudng
hop hé diéu hanh méy do ma khéng hd tro.

3. Cho phép nguoi dung dinh nghia nhiéu phan doan mang
40 ma khéng cin ding phdn mém bén thi ba.

4. Cho phép ngudi dung dinh nghia nhiéu mang con cho méi
mang ao.

Ho trg kha niang du phong tir murc vt ly
cho cic mang ma may ao két ndi dén

Giai phap cung cép tinh ning hd tro kién triic thiét ké dam
bao kha ning du phong ma phai théa man 02 diéu kién sau:

1. Ho tro tir mirc vt ly (it nhat & mirc cong vat ly — NIC) cho
cac mang ma may 4o két ndi dén (vi du: néu mot may chu
vét 1y ¢6 02 cong / 1 NIC thi khi mot cong gip su ¢ ciing
khong anh hudng dén két ndi mang clia méy o).

2. Hoat dong ¢ mirc active-active hodc active-standby dé cai
thién bang thong va bao dam tinh san sang.

Cép phat dia chi IP

Giai phap cung cap 02 tinh niing sau:

1. Cho phép mot may do dugc gan dia chi [P dong va dia chi
IP nay phai luon khong ddi gia tri trong sudt qué trinh hoat
dong cua may ao.

2. Cho phép mdt may ao duogc gan dia chi IP tinh (bao gom
ca dia chi IP public va private).
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Lién két vdi bo chuyén mach va bo dinh
tuyén thong thudng

Gidi phap cung cap tinh nang SDN hodc Lién két voi cac bd
chuyén mach va bo dinh tuyén thong thudng cla nhiéu hang
khac nhau.

Phong chong tin cong gid mao dia chi
IP va gia mao goi tin ARP

Giai phép cung cap tinh nang phong chong tan cong gia mao
dia chi IP va gia mao goi tin ARP doi voi mang néi bd cua
may ao hodc cdc mang ma may 4o va may vt ly két noi dén.

Hb trg VLAN va VXLAN

Giai phap cung cap tinh ning cho phép nguoi dung dinh
nghia cidc mang 4o bao gébm ca VLAN va VXLAN.

H& trg bo dinh tuyén do

Giai phap cung cap tinh ning cho phép nguoi diung sir dung
cac chire ndng cia bd dinh tuyén (NAT, dinh tuyén giita céc
VLAN,...) dé quan ly két ndi giira cac mang.

Tich hop dich vu cén bang tai

Giai phép cung cap tinh niang cho phép nguoi dung sir dung
dich vu cén bang tai da duoc tich hop sin (dich vu bao gdm
cac chirc nang cau hinh giam sat, cdu hinh cho thiét bi diu
cudi va tuong thich vai nhiéu may 4o dang két ndi véi nhiéu
mang ao khac nhau).

Cau hinh chinh sach truy cdp cho tung
cong trén may ao

Giai phap cung cép tinh ning cho phép ngudi dung cau hinh
chinh sach truy cdp cho timg cdng (thudc cong giao tiép
mang ao trén vNIC) trén nhitng mdy do dang chay.

Tich hop dich vu tuong lira

Giai phap cung cap tinh nang cho phép ngudi dung st dung
dich vu tudong Itra da duge tich hop san (dich vu phai hoat
dong binh thudng trén tz‘“mg I[P va Domain).

Hb tro IPv6 cho ca mang vat Iy va mang
ao

Giai phdp cung cap tinh ning hd trg méay do hodc cong két
ndi (vi du: bd can béng tai) sir dung IPv6 trén ca mang vt ly
va mang ao.
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Tach biét cac mang ao véi nhau

Giai phap cung cap tinh ning tach biét hoan toan cic mang
ao khac nhau.

Dam bao su hao phi bing thong duong
truyén két ndi gitra cac mang khong
vuot qua 10%

Giai phap cung cap tinh ning dam bao su hao phi bing thong
duong truyén két ndi gitra may a0 véi may 4o va may 4o voi
thanh phan bén ngoai khéng vuot qua 10%.

Dam bao ha tang k§ thuat cho may vat
Iy va miy a0 c6 tinh sin sang cao

Giai phép cung cap tinh ning dam bao méy vét ly va may ao
chay trén ha téng k¥ thuat c6 tinh sin sang cao, dam bao tinh
nguyén ven va tinh bi mat cua dir liéu.

H trg cAu trac lién két mang co tinh
phén cip do ngudi ding dinh nghia

Giai phap cung cap tinh ning cho phép nguoi ding tu thiét
ké céc thanh phan va so dd mang bao gém tuong lira 4o,
VLAN / VXLAN / GRE, mang con, NAT, bd can bing tai
ao.

H6 tro tinh nang tao bd chuyén mach ao

Giai phap cung cap tinh ning tao bd chuyén mach 4o va bd
dinh tuyén ao

Tach biét cac mat phing SDN véi nhau

Giai phap cung cdp tinh ning tach biét cic mat phang diéu
khién, mit phing chuyén tiép va mit phing quan tri véi
nhau.

Ho trg Open Flow hoidc tuong duong

Giai phap cung cip tinh ning hd trg OpenFlow cho SDN
hodc trong duong.

Tinh nang tich hop nén tang dién toan
dam may

Giai phap cung cép tinh ning hé tro API str dung nén tang
dién toan dam may dé tao bo chuyén mach do va bo dinh
tuyén a0

Quan tri va diéu khién bd chuyén mach
ao va b dinh tuyén do

Giai phap cung cip tinh ning quan tri va diéu khién bo
chuyén mach ao va bg dinh tuyén ao

Tu dong tao va quan tri bo chuyén mach
40 va bo dinh tuyén o

Giai phap cung cép tinh ning tu dong tao va quan tri bd
chuyén mach 4o va bé dinh tuyén ao
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Ho trg AAA

Giai phdp cung cap tinh nang cho phép xac thuc, phan
quyén, ghi log hoat dong (authenticate, authorize, account —
AAA) nguoi dung.

Tinh nang quan tri cac thanh phin trong
mang

Giai phdp cung cap tinh ning cho phép nguoi dung sir dung
SNMP. Netconf hodc tuong duong ¢6 chirc niing quan trj cac
thanh phéan khac trong mang.

Tinh nang hé tro dam bao bd diéu khién
¢6 tinh sdn sang cao

Giai phép cung cip tinh nang dam bao bd diéu khién cho
SDN c¢6 tinh sin sang cao.

Tinh nang hd trg Jumbo Frame

Giai phép cung cép tinh ning sir dung Jumbo Frame trong
viéc truyén tai goi tin.

Tinh nang tich hop CLI va GUI

Giai phap cung cip tinh nang cho phép ngudi ding cau hinh,
quan ly cac thanh phan trong mang, bo diéu khién cho SDN
thoéng qua CLI va GUL

Tinh nang hé trg bd chuyén mach do va
b dinh tuyén ao

Giai phdp cung cap 09 tinh ning sau:

1. Ho trg SPAN, RSPAN hoic trong duong.

2. Ho trg LACP (mode 1, 2, 3, 4) tir may ao, may vat ly.

('S )

. Ho trg 802.1Q VLAN with trunking.

4. Hd trg multicast snooping.

5. H6 trg LLDP.

6. Ho trg STP, RSTP hoic trong duong.

7. HO trg quan ly cht lugng dich vu (QoS).

8. HO tro ap dung chinh sach luu lugng cho timg may 4o.

9. H6 trg VXLAN.

Hb tro diéu phéi ing dung, dich vu

- Ho tro diéu phéi ang dung, dich vu trén cic nén tang ha
ti"mg da dang;
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- HO tro cic ung dung, dich vu dugc xdy dung, phét trién
trén cac nén tang, ngdn ngir khac nhau;

- Bdo mét irng dung, dich vu vai cac co ché, chinh sach kiém
soat bao mat linh hoat;

- Hb tro ting toc dap ung ung dung, dich vu thong qua cac
co ché bd dém linh hoat, hiéu ndng cao;

- Ho trg dam bao tinh sin sang cta Ung dung, dich vu dua
trén cac thudt toan phu hop céc diéu kién hoat dong khéac
nhau cta ing dung, dich vu;

- Hd tro data streaming véi cac dinh dang, giao thue khac
nhau;

- Cung cép théng tin thai gian thuc lién quan hoat dong cua
cac tmg dung, dich vu, gitip quan tri vién dé dang nhan thirc
tinh trang hé thong, xac dinh va khic phuc céc nguy co, sur
co;

- HO tro trién khai dam bao tinh sin sang cua toan by hé
théng tmg dung, dich vu.

- Hb trg do quét danh gia 16 hong cic ung dung trude khi
dwa vio trién khai.

May vat ly

Tu dong cai dit hé diéu hanh va phan
mém giam sat may ao (hypervisor)

Giai phap cung cép tinh nang tu dong cai dit hé diéu hanh
va phin mém giam sat may ao sau khi cé nhitng thiét bi (o
hodc vit ly) mai truy cdp mang. Cho phép ngudi dung hoac
cic thiét bi khac trong mang co thé sir dung, giao tiép véi
chung.

Giai phap cung cip 07 tinh ning sau:
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1. Ho tro trién khai cac phién ban hé diéu hanh Windows 8
va 10.
2. Ho tro trién khai céc phién ban hé diéu hanh Windows
Server 2012 va 2016.
3. Ho tro trién khai cdc phién ban hé didu hanh Ubuntu
14.04, 16.04 va 18.04.
Trién khai nhiéu phién ban hé diéu hanh | 4. H tro trién khai céc phién ban hé diéu hanh CentOS 6.x
Windows va Linux cho may vt ly va 7.x.
5. Hd trg trién khai cac phién ban hé diéu hanh RHEL 6 va
7.
6. Ho trg trién khai cac phién ban hé diéu hanh Oracle Linux
6va7.
7. Ho trg cac phién ban hé diéu hanh windows, ubuntu,
centos, rhel, oracle linux, linux hién hanh.
Giai phap cung cép tinh quan tri qua kénh truyén tin hiéu
Quan tri qua kénh truyén tin hiéu riéng | riéng biét thong qua giao dién quan ly nén tang thong minh
biét (IPMI), st dung mdt trong céc giao dién: iRMC, iLO,
IDRAC, UCS hoédc tuong duong.
Truy cép vao mdy vat ly thong qua giao | Giai phap cung cip tinh ning cho phép nguoi dung truy cap
dién bang diéu khién(console) vao mdy vat ly thong qua giao dién bang diéu khién(console)
(C;;I}th f:o CI:lee dfl; d‘; l:l(t)ng ,:trl:)a;s cu'r(l)gf Giai phé? cun’g cz‘iﬁp ti’nh niang cho phép nguoi ding céu hinh
: L RAID trén may vat ly.
Independent Disks) trén may vét ly
1.1.5 | Quan tri va vin hanh

Dinh nghia cac hanh dong sau khi tao
hodc x6a may ao

Giai phdp cung cdp tinh ning cho phép quan tri vién dinh
nghia cdc hanh dong sau khi tao hodc x6a may ao.
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Thuc hién mdt hanh dong do nguoi dung
chi dinh sin sau khi qua trinh khdi dong
hoan thanh

Giai phap cung cdp tinh ning thuc hién mot hanh dong do
ngudi dung chi dinh sdn thong qua céach thirc tu hanh (self-
service) sau khi qud trinh khai dong lin diu hoan thanh ddi
vG1 may do mai tao.

HOo tro quan tri cau hinh

Giai phap cung cdp tinh nang ho tro quan trj cdu hinh (théng
qua Ansible, Puppet, Chef hodc SaltStack) ma phai théa man
03 diéu kién sau:

1. Hoat dong nhw mot dich vu dugc tich hop san dé cho phép
ngudi dung quan 1y, kiém tra cac cdu hinh va quy trinh trién
khai.

2. Tu dong hoa toan bd quy trinh trién khai, ning cap, cip
nhat va va 16i.

3. Tich hop céc thanh phan van hanh ty dong co6 kha ning
duoc cau hinh thong qua cic ngdn ngit 1dp trinh (nhu
YAML,...):

Quan ly tai nguyén trén ha tang cloud

Giai phap cung cap céc tinh ning sau:

- Cho phép quan tri vién gidm sat, danh gié lich st sir dung
tai nguyén cua cac may ao.

- Pua ra cic khuyén nghi vé viéc cap thém tai nguyén khi
can thiét.

- Cung cdp cdc mau tai nguyén thanh phin gitp trién khai
tmg dung nhanh chong, hé trg da dang cdc nén cong nghé
xdy dung tmg dung nhu Java, Node.js, .NET, Ruby, Python,
PHP;

- Hé tro quan tri vién trong viéc kiém soét vong doi ing dung
va cdc tai nguyén phuc vu tng dung;
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- Chuan héa quy trinh nghiép vu trong xdy dung, phat trién
ing dung va phan phdi tai nguyén phuc vu ting dung:

- Ho tro trién khai cac mdi truong phu hop vong doi tmg
dung (dev, test, production...)

- Tich hop toan dién cac céng nghé CI/CD phd bién, dugc
Urng dung rong rai;

- Ho trg t6 chirc phan nhém céc viing tai nguyén cap phat,
gitlip trién khai cdp phit tai nguyén nhanh chéng, chinh xac;

- Ho tro trién khai trén moi quy mo ha tang v6i kha nang
dam bao hoat dong lién tuc, tinh sin sang cao;

- Ho tro trién khai trén dém may cong cong, dam may riéng
tu hay ddm may lai.

Quan ly ban va

Giai phap cung cap 03 tinh niang sau:

1. Ty dong tao thong ké, bdo cdo vé cac ban va da duoc cap
nhat.

2. Tu dong ap dung cic ban va 1én nhiéu mdy chu mot lac.

3. Khoi phuc céac ban va da cdp nhit.

Tich hop giao dién cong thong tin quan
tri

Giai phéap cung cap 02 tinh nang sau:

1. Tich hop giao dién cong thdng tin quan tri c6 tinh tu hanh
cho ngudi ding dau cudi (& nguodi dung tr quan 1y tai
nguyén dugc cip) va giao dién cong thong tin quan tri cho
quan tri vién.

2. Ho trg giao dién cong thong tin quan trj trong thich it nhat
02 loai trinh duyét web la Firefox va Chrome

Tuy bién giao dién cong thong tin quan
tri

Giai phap cung cip tinh ning cho phép nguoi ding tuy bién
giao dién cong théng tin quéan tri vé hién thi cic thong sb,
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ticu chi nhu trang thai, hi¢u nang, tinh san sang cua tap hop
cac may chu, dich vu.

Quan ly, giam sat nén tang ha tang dich
vu dién todn ddm may

Giai phép cung cép tinh ning cho phép nguoi dung quan ly,
gidm sat co s¢ ha tang vét Iy va do ma phai thoa man 05 diéu
kién sau:

1. Hién thi theo thoi gian thuc cdc thong s giam sat vé CPU
(idle, used, iowait, stealth), RAM, thiét bi luu trit, mang.

2. Cho phép nguoi dung cdu hinh tay theo y mudn vé canh
bdo hodc bdo cao khi co su co xay ra.

3. Cho phép ngudi dung cau hinh khoang thdi gian ldy mau
cac thong sb giam sat.

4. Hién thi cac gid tri vé thoi gian it nhét véi cac muc la
gidy, phut, gid, ngay.

5. Giam sét dugc cdc thanh phan cla co s& ha tang vét ly bao
gf’im bo chuyén mach, bé dinh tuyén, ti chira may chi va cac
thiét bi luu tri.

Cénh bao khi ¢6 sur kién / su ¢o vé€ co so
ha tang xay ra

Giai phéap cung cap tinh nang guri canh bao cho nguoi diung
khi c6 su kién / su ¢ vé co s& ha tdng xay ra ma phai théa
man 05 diéu kién sau:

1. Gui canh béo khi gié tri ngudng vé gidm sat hiéu ning
dugc kich hoat.

2. Tao canh béo trong vong mot phut ké tir khi mot gid tri
ngudng duge kich hoat.

3. Cho phép ngudi ding dinh nghia it nhat 03 gia tri ngudng
khac nhau danh cho viéc canh bao.




18

STT

Tén hang muc/thiét bj

Yéu cau ky thudt tdi thiéu hoic twong dwong

Pon vi tinh

S6 lwgng

4. Giai phap cho phép nguoi ding thiét 1ap cc gia tri nguong
dbi voi tirmg thanh phan mot.

5. Giai phap cho phép gtri canh bdo qua email, SMS.

Thu thép va luu trir log hé thong

Giai phap cung cap tinh nang thu thap, luu trir va xoay vong
dinh ky log h¢ théng vé céc tac vu tao, doc, cap nhat, xoa -
CRUD (Create, Read, Update, Delete — tao, doc, cdp nhat,
x0a), tai nguyén dugc str dung,...

Tich hop API giam sat dit li¢u

Giai phép cung cap tinh nang tich hop API danh cho giam
sat dir lidu dé cho phép bén thi 3 thuc hién gidm sat, phan
tich dir liéu qua API.

Ghi log vé cac su kién lién quan dén tai
khoan

Giai phéap cung cap tinh ning ghi log vé cac sy kién lién quan
dén tai khodn ma phai thoa man céc diéu kién sau:

1. Ghi log vé céc thao tac ding nhép tai khoan, quan ly tai
khoan bao gdm tao / x0d / 1dp nhém / gin thé cho tai khoan
ngudi ding va céc thao tac khéc (vi du: gén quyén, thiét lap
so luong tai khoan ngudi ding, thay doi mat khau cua tai
khoan nguoi dung,...).

2. Cho phép ngudi dung xem céc ban ghi log thong qua giao
dién c6 tinh tu hanh va kha ning xuét cac ban ghi log dé luu
gilr 1au hon.

Tich hop

Tich hop giao dién tuong tac vai thanh
phin quan ly chirc ning mang ao
(Virtual Network Function — VNF)

Giai phap cung cép tinh nang tich hgp giao di¢n tuong tac
voi thanh phan VNF tir cac hang khéc nhau, tuén theo kién
triic ETSI MANO dé hé trg quan ly vong doi VNF ciing nhu
kha ning mé rong.




19

STT Tén hang muc/thiét bi Yéu ciau ky thuit tdi thiéu hodc twong dwong Pon vi tinh | S6 lwgng
Giai phap cung cap tinh ning ho trg cac thu vién (ma ngudn
m¢& hodc tu nha cung cép dich vu dién todn ddm may tao)
phuc vu cho ldp trinh, phét trién phfm mém tuong tac vdi hé

. » o thdng ma phai théa man 03 didu kién sau:
Ho trg thu vién phuc vu cho lap trinh, : e r—— — ——— -
silid pefln i toden ecreig tho i b l:?uong ttuch vO1 it nhat 03 trong s6 r.1g0n ng{t 1ap trinh pho
” bién bao gom Java, .NET, Perl, Node.js, PHP, Python, Ruby
thong .
va PowerShell.
2.Bao gém cac dich vu cdt 151 1 van hanh, tinh toén, luu trit
va két ndi mang.
3. Co tai lidu k¥ thudt va vi du vé ma ngudn.
1.1.7 | Cac yéu cau khéc
Giai phap cung cap tinh ning ho trg cai dit, trién khai, van
HO trg may chi c6 kién tric CPU | hanh hé théng trén méy chu c6 kién traic CPU x86-based
x86 64 (bao gdbm bd xir ly Intel va AMD) va nhitng loai mady chu co
2 hodc 4 nhan
Péng b thai gian G’iéi p‘hép cung cap tinﬁh ning dong bo thoi gian cho tit ca
cac thanh phan trong hé thong.
Quyén truy cdp vao dir lidu cia khach
1.1.8 | hang sir dung dich vu dién toan dam may
bdi nhan vién ctia nha cung cap dich vu
- X4y dung chinh sach bdo mit thong tin co ban dp dung cho
viéc thiét ké va trién khai dich vu ddm may;
1.1.8.1 | Thiét lap chinh sach an toan théng tin | - X4y dung chinh sach Quyén truy ¢p vio tai san cua khach

hang dich vu ddm may bdi nhén vién cta nha cung céap dich
vu ddm may;
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- Xdy dung chinh sich Truy cap va bao vé dir liéu khach
hang dich vu dam maéy.

1.1.8.2

T6 chirc bao mat thong tin

- Chi dinh bd phan chuyén trach theo doi chit ché va co
phuong an kiém soat doc 1dp nhim dam bao phat hién, khong
mot ¢4 nhén nao c6 thé truy cap trai phép vao ving vat ly,
dia ly noi co dit li¢u tai san ctia khach hang, chinh stra hoic
str dung tai san khi chua duge phép hodc khong bi phat hién.

- Ap dung nguyén tic ndy dén murc c6 thé va kha thi.

1.1.3.3

Su tuin tha

Su tudn thi cac yéu cau phap 1y va hop
dong

- Yéu cau vé phép ly, quy dinh, nghia vu trong hop dong da
ky va céch tiép cn cta té chire dé dép (g véi nhitng yéu
ciu nay phai dugc xéc dinh rd rang, 1dp thanh tai liéu va dugc
c@p nhat thudng xuyén dbi vai méi hé théng thong tin va td
chuec:

- Trién khai céc thu tuc phu hop nham dam bao su phu hop
voi cdc yéu cau phép ly, cac quy dinh va cam két theo hop
dong trong viée sir dung céc tai liéu c6 quyén s& hitu tri tué
va cdc sin pham phin mém doc quyén; thiét lap mot quy
trinh dé dép g céc khiéu nai cic quyén s& hitu tri tug.

- Cac hd so quan trong can duoc bao vé khoi sy mat mat, pha
hiy, lam sai léch, truy cdp va tiét 16 trai phép, phi hop véi
phdp luat, quy dinh, cdc nghia vy trong hop dong da ky; cung
cap thong tin cho khach hang dich vu dam may vé viéc bao
vé hd so duoc thu thép va luu trit boi nha cung cép dich vu
ddm may lién quan dén viéc sir dung dich vu dim mdy cta
khach hang dich vu ddm may.
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- Dam bao viéc bao vé dir li¢u va tinh riéng tu theo yéu cau
phap ly, quy dinh khi 4p dung;

- Quan ly mat ma can dugc ap dung phi hop véi cic thoa
thudn, ludt phap va céc quy dinh lién quan; cung cip cic md
ta vé bién phap kiém soat mat ma da trién khai bai nha cung
cép dich vu ddm may vai khach hang dé xem xét viéc tuan
thu cac thoa thuédn, phép ludt va quy dinh hién hanh.

Soat xét vé an toan thong tin

- Sodt xét cadc muc tiéu, bién phap, chinh séch va quy trinh
an toan thong tin mét cach doc lap tai cac khoang thoi gian
duoc 1én ké hoach hoic khi ¢ thay doi;

- Soat xét su tudn thu cia viée xir 1y thong tin va thu tuc trong
khu vuc trach nhiém ctia minh véi cac chinh siach an toan
thich hop, céc tiéu chuan va yéu cau an toan khac;

- Sodt xét thuong xuyén céc hé thong thong tin vé su tuan
cua cédc chinh siach va tiéu chuan an toan thong tin cuia to
chtrc.

1.1.8.4

Kiém sodt truy cip

Yéu cau nghiép vu doi voi kiém soat

truy cap

- Xy dung chinh sdch kiém soat truy cdp can dugc thiét lap,
lap tai liéu va soat xét dua trén cac yéu cau nghiép vu va an
toan dbi vai cac truy cap;

- Quy dinh ngudi dung chi dugce truy cdp vao mang va st
dung cac dich vu mang ma ho da duoc cép phép.

Kiém soét truy cap ngudi ding

- Cung cap cac chirc ning dang ky va xoéa ding ky nguoi sir
dung va cdc dic ta ky thudt ctia viéc stir dung cic chirc ning
nay cho khach hang dich vu dam may;
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- Cung cap cic chirc nang dé quan ly céc quyén truy cdp cua
nguoi st dung dich vu dam méy cia khach hang dich vu dam
mdy va cdc dic ta k¥ thudt cho viéc st dung cdc chirc ning
nay;

- Cung cédp day du cac k¥ thudt xac thuc dé dam bao chinh
xac mot quan tri vién co quyén quan tr1 mdt dich vu dam
may hay khong;

- Cung cép thong tin vé quy trinh quan ly xac thuc thong tin
bi mat cua khéch hang dich vu dam mdy, bao gom céc thu
tuc dé phén bé thong tin d6 va dé xac thuc ngudi dung;

- Dinh ky soat xét cic quyén truy cdp cua nguoi dung;

- Khi cham dut hop dong, cac quyén truy cip thong tin cta
céc c4 nhan ddi vai thong tin va cdc tai san di kém véi cac
phuong tién xir ly thong tin va dich vu phai dugc huy bo
hoic dinh chi.

Cac trach nhiém cua nguoi ding

Yéu cau nguoi dung phai tudn thu quy tac thuc hanh an toan
clia to chirc trong viéce str dung céac thong tin xac thuc bi mét.

Kiém sodt truy cap vao hé thong va tig

dung

- Cung cép cdc bién phép kiém soat truy cép cho phép khach
hang str dung dich vu ddm may han ché quyén truy cap vao
céac dich vu ddm may, cdc chire nang dich vu dam may va dir
li¢u khéach hang dich vu ddm may dugc duy tri trong dich vu;

- Truy cdp vao hé thong va tng dung can dugc kiém soat boi
tha tuc dang nhédp an toan;

- Céc h¢ thong quan Iy mat khiu phai c6 kha ning tuong tac
va dam bao do kho ciia mat khiu;
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- Viéc st dung céc chuong trinh tién ich cé kha nang anh
hudng dén viéc quan ly hé théng va céc chuong trinh (g
dung khic phai dugc giéi han va kiém soat chat ché; xac
dinh cac yéu cau doéi véi bat ky chuong trinh tién ich nao
dugc st dung trong dich vu ddm may;

- Gi6i han chit ché viéc truy cip dén mi ngudn cia chuong
trinh.

1.1.8.5

An toan van hanh

Céc quy trinh va trach nhiém véan hanh

- Lap tai liéu, duy tri cdc thd tuc van hanh va luén sin sang
do1 vo1 moi ngudi can dung dén;

- Kiém soat cac thay doi ddi véi td chire, quy trinh nghiép
vu, cac phuong tién va hé thong xir Iy thong tin ¢6 anh hudng
dén an toan thong tin; cung cép cho khach hang dich vu dam
may thong tin lién quan dén thay ddi voi dich vu ddam may
ma c6 thé anh hudng x4u dén dich vu déam may;

- Theo ddi, diéu chinh va thuc hién du bdo cac yéu cau nang
luc trong twong lai vé viéce sir dung céc ngudn tai nguyén dé
dam bao hiéu qua van hanh hé théng; gidm sat tong cong
sudt ciia ngudn luc dé ngin nglra cac su ¢b an toan thong tin
gdy ra boi su thiéu hut nguén luc;

- Phan tach cc chtre ning phat trién, kiém thir va moi trudong
van hanh nhim giam thiéu cac rai ro do truy cép hodc thay
d6i méi trudng van hanh trai phép.

Béao vé€ khoi phan mém ddc hai

Thyec hién, két hop véi nhan thirc vé viée phat hién, phong
ngtra va phuc hoi quyén diéu khién.
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Sao luu

Thue hién va kiém tra thuong xuyén ban sao luu cac thong
tin, phan mém va image/ban chup snapshot cia hé thong.

Ghi nhét ky va giam sat

- Luu gir va thuong xuyén sodt xét nhat ky céc su kién ghi
lai cac thao tac nguoi st dung, céc trudong hgp ngoai 1€, 16
va su ¢ an toan thong tin can dugc tao ra;

- Bao vé chdng stra déi va truy cdp tréi phép cac thiét bi luu
vét va thong tin nhat ky;

- Bdo v€ an toan va thudng xuyén ra soat cac hoat dong cua
ngudi quan tri va nguoi diéu hanh hé thong;

- Pdng b hoa cac dong ho cua tit ca hé thong xir ly thong
tin lién quan dén td chirc boi mot ngudn tham chiéu duy nhat.

Kiém sodt phan mém diéu hanh

Kiém soat viéc cai dat phan mém trén cac hé thong hoat
dong.

Quan ly 16 hong k¥ thuét

- Thu thap, danh gid va dua ra cic bién phap thich hop vé
céc 16 héng ky thudt ctia hé théng;

- Thiét 1ap va thuc hién quy dinh diéu chinh cai dit phan
mém boi nhitng ngudi sir dung.

Soat xét viéc danh gid cac hé thong
thong tin

Danh gia va cac hanh dong lién quan dén viéc xac thuc hé
théng hoat dong can duoc Ién ké hoach cén than va thong
nht.

1:.1.8.6

Quan ly van hanh hé théng

- Thiét lap céc thu tuc va trach nhiém quan ly dam bao su
phan (ng nhanh chong, hiéu qua, dung trinh tu khi xdy ra
cac sur ¢b an toan thong tin;

- Béo cdo cac su ki¢n an toan thong tin thong qua cac kénh
quan ly thich hop;
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- Yéu cdu doi vdi moi nhédn vién va nguoi st dung dich vu
dién toan ddm may ghi lai cac bao cdo 16 hong vé an toan
quan sat;

- Déanh gid, phan loai céc su kién an toan thong tin;

- Ung pho phi hop véi cac thi tuc da duoc lap tai liéu cac
su ¢d an toan thong tin;

- Phén tich va giai quyét céc su ¢0 an toan thong tin can dugc
su dung;

- X4c dinh va ap dung céc thu tuc cho viéc xéc dinh, tép hop,
thu nhan, bao quan thong tin ¢6 thé phuc vu lam bang chiing.

Thoi gian sir dung: vinh vién

Thoi gian ho tro ky thuat: 3 nam

1.2

Phin mém Giam sit mang, mdy chu va
trng dung

Phan mém

Ban quyén phin mém gidm sat may chu, ing dung va mang:

- Giam sat hiéu nang mang cho t6i thiéu 100 thiét bi; gidm
sat bang thong (bandwith), thoi gian hoat dong (Uptime), gbi
dir liéu (Package), cdng (port); thong tin chi tiét vé mang dé
hién thi thong minh.

- Giam sat bang thong va phan tich hiéu ning mang cho toi
thiéu 100 thiét bi; canh bao luu luong img dung; bang diéu
khién phén tich hi¢u suit; nhin dang img dung ning cao,...

- Giam sat may chi va tung dung cho toi thiéu 610 may
chuAimg dung; 1ap biéu db co s ha tang; tuy bién gidm sat
may chu,...

- Thoi gian st dung va ho trg k¥ thuat: 3 nim
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Tén hang muc/thiét bi

Yéu cau k¥ thuit téi thiéu hodc twong dwong

Pon vi tinh

S6 lwong

Thiét bi phan cirng

Méy chu diéu khién

Bo

- CPU: 2 x Intel Xeon Gold 5318Y 24C/48T, 2.1Ghz;

- RAM: 512GB;

- SSD: 2 x 480GB;

« HDD: 3 x 1.21TB;

- NIC 10GE: 4 x 10GE (included SFP+ SR); NIC 1GE: 2 x
1GE:

- HBA: 2 x 32Gbps;

- 02 Power Supply;

- License Management Enterprise hodc tuong duong

- 3Y Warranty & Technical support 24/7

IT

H¢ thong may chi tinh toin

May chu tinh toan

46

- CPU: 2 x Intel Xeon Gold 5318Y 24C/48T, 2.1Ghz;

- RAM: 512GB;

- HDD: 2 x 600GB;:

- NIC 10GE: 4 x 10GE (included SFP+ SR);

- NIC 1GE: 2 x 1GE;

- HBA: 2 x 32Gbps;

- 02 Power Supply;

- License Management Enterprise hodc twong duong;

- 3Y Warranty & Technical support 24/7

II1

Hé thong luu trit, sao lwu dir liéu

Thiét bj luu trir ving ATTT cap d6 2, 3
(SAN Storage)
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Tén hang muc/thiét bi

Yéu cau k¥ thuit téi thiéu hodc twong dwong

Don vi tinh

SH lwgng

- Dual Controller Active-Active

- Total cache: 512GB

- I/O module: 8 x FC 32Gbps, 8 x 10GE;

- Dung Iugng kha dung: 500TB, bao gom 6 SSD va SAS
10k, dung lugng kha dung SSD toi thiéu 30% tdng dung
lvong kha dung.

- Tinh nang kém theo: Auto-Tiering, Deduplication /
Compression hodc tvong duong;

- 02 Power Supply;

- 3Y Warranty & Technical support 24/7

Thiét bi luu trir ving ATTT cép do 4
(SAN Storage)

- Dual Controller Active-Active

- Total cache: 512GB

- I/O module: 8 x FC 32Gbps, 8 x 10GE;

- Dung lugng kha dung: 170TB, bao gdm 6 SSD va SAS
10k, dung lwong kha dung SSD ti thidu 30% tong dung
lugng kha dung.

- Tinh nang kém theo: Auto-Tiering, Deduplication /
Compression hodc tuong duong;

- 02 Power Supply;

- 3Y Warranty & Technical support 24/7

Thiét bi chuyén mach luu triv (SAN
Switch)

- SAN Switch 48 x FC 32Gps (License Activate 48 port;
included 30 x SFP 32Gbps, cap LC/LC Multimode 10m);
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Tén hang muc/thiét bj

Yéu cau ky thuat téi thiéu hodc twong duong

Don vi tinh

So lugng

- 02 Power Supply:

- 3Y Warranty & Technical support 24/7

Thiét bj sao luu dit liéu

- Dung lugng kha dung: Téi thiéu 200TB

- Cache: 2 x 1.92TB

- Tich hop sin: 4 x 10GE (kém SFP+SR) va 4 x 16Gbps FC

- Nguén: 02 Power Supply;

- C6 san tinh nang Deduplication: C6 tinh ning khu 1ap tai
ngudn (source/client deduplication); ty 1¢ kha ldp
(Deduplication) téi thiéu 20 lan.

- 3Y Warranty & Technical support 24/7

Phan mém sao luu dir li¢u tap trung

Phian mém

- Bin quyén dép ung téi thiéu 20TB dung luong dit lidu
ngudn (hoic FETB);

- sao luu va khdi phuc duge cdc loai dir liéu: Files, co s dir
liéu, ing dung, may ao.

- 3Y Warranty & Technical support 24/7

IV

Hé thong mang (Network)

Thiét bi chuyén mach SPINE

- 32 QSFP28 (included 6 x 100GE MM:; cap LC/LC 10m);

- Bing thong chuyén mach: 12Tbps;

- Néng luc chuyén tiép goi tin: 4bpps;

- License EVPN/VXL AN multi-site hodc tuong duong;

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Module 10G multimode

- SFP+SR (kém cap LC/LC 10m)

10
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Thiét bi chuyén mach bién - i
(BorderGateway Switch) '

- 6 QSFP28 (included 3 x 100GE MM, 01 DAC/AOC 5m),
24 SFP+ (included 2 SFP+ ZR, cap LC/LC 10m);
- Biing thong chuyén mach: 3.6Tbps;
2 - Nang luc chuyén tiép goi tin: 1.2bpps;
- License EVPN/VXLAN multi-site hoac tuong duong;
- 02 Power Supply;
- 3Y Warranty & Technical support 8x5
Module 10G singlemode SFP+ LR (kém cap LC/LC 10m) Bo 8
Module 10G multimode SFP+SR (kém cép LC/LC 10m) Bo 38
Thiét bi dinh tuyén (Router) Bo 2
- 24 SFP/SFP+ (included 04 SFP+ZR, 06 SFP SX, 04 SFP
RJ45; cap LC/LC 10m)
- RAM / System Memory: 16GB
- Open Shortest Path First (OSPF)
3 - Border Gateway Protocol (BGP)
- Equal-Cost Multipath (ECMP)
- L2VPN, L3VPN
- 02 Power Supply;
- 3Y Warranty & Technical support 8x5
Module 10G multimode SFP+SR (kém céap LC/LC 10m) Bo 18
Thiét bj chuyén mach Leaf Bo 6
4 - Switch 48 x 10GE;

- 6 x QSFP28 (included 3 x 100GE MM, cap LC/L.C 10m,
01 DAC/AOC 5m);
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Tén hang muc/thiét bi

Yéu cau ky thudt toi thiéu hoic twong dwong

Pon vi tinh

So lwong

- Bang thong chuyén mach: 3.6Tbps;

- Nang luc chuyén tiép goi tin: 1.2bpps:

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Module 10G multimode

SFP+SR (kém cap LC/LLC 10m)

222

Thiét bi chuyén mach quan tri (MGT
Switch)

- Switch 48 x 1GE, 2 x 1/10GE;

- Bang théng chuyén mach: 176Gbps;

- Nang luc chuyén tiép gdi tin: 130 Mpps;

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Module 10G multimode

SFP+SR (kém cap LC/LC 10m)

Bo

Hé théng quan tri mang (NMS)

Hé thong

Phan cung:

Bo

- CPU: 16 cores, 2.1 GHz:

- RAM: 192GB;

-HDD: 1.6TB

4 x SFP (kem theo SFP+SR, cap LC/LC 10m);

02 Power Supply;

Ban quyén phan mém kém theo

Cho phép quan ly, cau hinh, gidm sat hodc van hanh thiét bj
chuyén mach hodc mién Fabric cac trung tdm dit liéu.

Pam bao license dé quan tri toan b thiét bi chuyén mach hé
thong chinh va hé théng du phong thanh 1
mién fabric chung.

Bao hanh, hé trg k¥ thuat chinh hang:

3Y Warranty & Technical support 8x5.

a

<6



31

STT Tén hang muc/thiét bi Yéu cau ky thuit tdi thiéu hodc twong dwong Pon vi tinh | S6 lwgng
] Thiét bi can ’bzzmg tai (LoadBalance) - 4
vung ATTT cap d6 2.3 )
Throughput L7: 25Gbps
L4 CPS: 500K
L7 RPS: 1.5M
Tinh nang: SLB
Interface: 4 x 10GE (included SFP+SR)
02 Power Supply;
- 3Y Warranty & Technical support 8x5
4 Thiét bi can ’bf:mg tai (LoadBalance) - 5
vung ATTT cap do 4 '
Throughput L7: 13Gbps
L4 CPS: 100K
L7 RPS: 500K
Tinh nang: SLB
Interface: 4 x 10GE (included SFP+SR)
02 Power Supply;
- 3Y Warranty & Technical support 8x5
A% Hé thong an toan thong tin
: Thiét bi phan cirng ving ATTT cip
do 2,3
1,1 Tuong Itra bién Bo 2

- Théng lugng FW: 25Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x IGE

- Tinh ning: C6 sin tinh ning IPS, Application Control,
Content Awareness hodc twong duong; hiéu luc 03 nim;
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Tén hang muc/thiét bi

Yéu cau ky thudt t6i thiéu hodc twong dwong

Don vi tinh

So6 lwgng

- Nguén: 02 Power Supply:

- 3Y Warranty & Technical support 8x5

i

Tudng Itra ndi bo

- Thong lugng FW: 25Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x IGE

- Tinh ning: Co san tinh ning IPS, Application Control,
Content Awareness hodc trong duong; hiéu luc 03 ndm;

- Nguf‘m: 02 Power Supply;

- 3Y Warranty & Technical support 8x5

1.3

Tudng lra ving mang quan tri

- Thong lugong FW: 1Gbps

- Giao dién: 6 x 1 GE RJ45

- 3Y Warranty & Technical support 8x5

1.4

Tuong Itra bao vé img dung (WAF)

- Thong lugng L7: 25Gbps

- Tinh ndng: WAF, DDoS L7

- Interface: 4 x 10GE (included SFP+SR);

- Nguén: 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Thiét bi phan ciing ving ATTT cap
do 4

21

Tuong Itra bién

- Thong lugng FW: 13Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x IGE

- Tinh ning: C6 san tinh ning IPS, Application Control,
Content Awareness hodc trong duong; hi¢u luc 03 ndm;
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Tén hang muc/thiét bi

Yéu cau ky thuit ti thiéu hodc twong dwong

Don vi tinh

So lugng

- Nguon: 02 Power Supply:;

- 3Y Warranty & Technical support 8x5

2.2

Tuong Itra ndi bo

- Thong lugng FW: 13Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x 1GE

- Tinh ning: C6 sin tinh ning IPS, Application Control,
Content Awareness hodc tuong duong; hiéu luc 03 nam;

- Nguon: 02 Power Supply:

- 3Y Warranty & Technical support 8x5

2,3

Tuodng Itra viing mang quan tri

- Thong Iugng FW: 1Gbps

- Giao dién: 6 x 1 GE RJ45

- 3Y Warranty & Technical support 8x5

2,4

Tudng Itra bao vé tng dung (WAF)

- Thong lugng L7: 13Gbps

- Tinh nang: WAF, DDoS L7

- Interface: 4 x 10GE (included SFP+SR);

- Nguén: 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Phan mém thuwong mai

3.1

Phan mém phong, chéng ma doc tap
trung

Ban quyén phf‘m mém phong chong ma doc tap trung: Toi
thiéu 616 may chu do, may chu vét Iy

Phan mém

- Céip nhit co s& dit liéu ma dbe va céc thanh phan tich hop:

+ Cho phép tu dong thong bdo c6 ban cip nhit mai cho
ngud1 dung.
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+ Cho phép tai vé truce tuyén va ap dung thi cong ban cip
nhét mai.
- Hiéu ning xtt ly: AV duge trién khai thoa man cau hinh tdi
thiéu theo hudng din cai dat va thiét lap céu hinh cta nha
san xuat dam bao dép tmg yéu ciu nhu:
+ C6 ché do ra quét thi cong:
+ C6 ché do ra quét tu dong
- Ché d6 hoat dong:
+ Cho phép bat/tit ché do ra quét theo thoi gian thuc;
+ Cho phép thiét lap céc tily chon ctia ché do ra quét khic
nhau.
+ Cho phép thuc thi, tam dimg, dimg hin qua trinh ra quét
theo y€u ciu dua trén cdc tuy chon da dugce thiét lap bai
nguoi dung.
- Yéu cau thoi gian st dung va hé tro k¥ thudt: 3 nam, ché
do ho tro 8x5 (tir xa qua phone hoidc email)
3.2 | Phin mém quan ly truy cap I6p mang Phan mém 1

- Pham vi quan ly: 182 thiét bj

- Quan ly tap ludt kiém soat két ndi trong mang: cho phép
quan ly tap luat kiém soat két ndi trong mang dugc gidm sat

- Quan ly danh séach thiét bi chuyén mach: cho phép quan ly
cdc thiét bi chuyén mach

- Quan ly danh séch thiét bi dau cubi: cho phép quan ly danh
sach thiét bi dau cudi

JA
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Tén hang muc/thiét bi

Yéu ciu ky thut ti thiéu hodc twong dwong

Don vi tinh

So6 lwgng

- Chia sé dir liéu: NAC cho phép két noi Chia sé dir liéu voi
giai phap Quéan ly va phéan tich su kién an toan thong tin
SIEM

- M6 hinh trién khai: cho phép trién khai theo mé hinh tap
trung hodc mo hinh phén tan

- Chirc nang kiém soat truy cdp cua thiét bi dau cudi:

+ Quan ly truy cdp mang theo trang thai: cho phép gan va
thay ddi trang thai quan ly cdc thiét bj diu cudi theo cic trang
thai.

+ Kiém soat truy cip mang theo nhiéu phuong thic: cho
phép kiém soat truc tiép hodc twong tic vgi thiét bi
mang/thiét bi bao mat dé thuc hién quan ly truy cdp mang
thong qua t6i thiéu 1 trong cac ky thuat sau: Access Control
List (ACL); TCP; ARP.

- Chire ndng canh bao va tich hop

+ Canh béo theo thoi gian thuc

+ Canh bao theo nhiéu phuwong thirc: Guri thw dién tir, gui tin
nhin SMS hoac tng dung truyén tin

+ HO trg tich hop API: cho phép thiét 1ap cau hinh API dé
cac img dung, hé thong, giai phap khac tuong tac.

- Thoi gian sir dung va h trg ky thuat: 3 nam, ché do hd tro
8x5 (tr xa qua phone hodc email)

3,3

Phan mém quan ly tai khoan dic quyén

Ban quyén phan mém quan ly tai khoan dic quyén (PAM):

Phian mém

- Pham vi tai nguyén:

+ 316 may chu ao hoa

+ 92 thiét bi mang, bdao mdt, may chu vt ly
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+ 15 user quan tri
- Hé théng hd trg canh bao theo thoi gian thuce khi phat hién
cac vi pham nhim dam bao c6 cic hanh dong kip thoi hodc
phuong 4n twong duong
- Hé thong c6 thé thyc hién tich hop véi hé théng SMTP dé
thue hién canh béo dinh ky hoic tai thoi diém xay ra su kién
hodc phuong 4n tvong duong
- Cung cip chirc ning gidm sét truc tuyén tai khoan dic
quyén hodc phuong an tuong duong
- Thoi gian str dung va ho trg ky thudt: 3 nam, ché do hd tro
8x5 (tir xa qua phone hodc email)
3.4 | Phin mém quin Iy cip nhat bin vé P;én;quyén phin mém quén 1y cdp nhat ban va dé xtr ly céc Phin mén 1
16 hong
- Pham vi:

+ 531 agent mdy chu ao

+ 80 agent may chu vit ly

+ 5 agent mdy tinh truc van hanh

+ 15 user quan trj

- Cung cap tinh ning ra quét phat hién cac ban vé bj thidu
hodc phuong 4n trong duong

- Hd tro thiét bi dau cudi: Windows, Linux

- Bao gom tinh nang quan ly tap trung

- Cung cép kha niing bao céo dé hién thj va kiém sodt tot hon
hodc phuong an twong duong

- Thoi gian str dung va ho trg k¥ thuét: 3 ndm, ché do ho tro
8x5 (tir xa qua phone hodc email)
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3,5 | Ban quyén hé dicéu hanh Windows
Windows Server 2022 Standard - 2 Core License Pack Phan mém 144
Windows Server 2022 - 1 User CAL Phan mém 9
3.6 | Ban quyén SQL Server
SQL Server 2022 Enterprise Core - 2 Core License Pack Phan mém 48
VI | Phu kién cho hé thong chinh
Linh, phu kién phuc vu lip dit hé théng, thiét bji CNTT
chinh:
. e Bl e - Day nhay quang. B
Linh phu kién hé thong TB CNTT chinh A 2061 1
- Day mang Cat6
- Hat mang
- Vit tu tiéu hao (lat nhua, bang dinh dién,...)
VII | Lap dit, cai diit
Lap dit, cai dat hé thong TB CNTT | Lap dit phan cimg, cai dit cdu hinh phan mém..cho toan bd .
chinh hé théng chinh CGC &0l :
B | HE THONG DU PHONG
I | Hé thong quan ly dién toan dim may
May chu diéu khién Bo 4

- CPU: 2 x Intel Xeon Gold 5318Y 24C/48T, 2.1Ghz;

- RAM: 512GB;

- SSD: 2 x 480GB;

-HDD: 3x 1.2TB;

- NIC 10GE: 4 x 10GE (included SFP+ SR); NIC 1GE: 2 x
1GE;

- HBA: 2 x 32Gbps;

- 02 Power Supply;
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Tén hang muc/thiét bi

Yéu ciu Ky thuit téi thiéu hoic twong duong

Don vi tinh

S6 lwong

- License Management Enterprise hodc tuong duong

- 3Y Warranty & Technical support 24/7

I1

Hé thong may chi tinh todn

May chu tinh toan

14

- CPU: 2 x Intel Xeon Gold 5318Y 24C/48T, 2.1Ghz:

- RAM: 512GB;

-HDD: 2 x 600GB;

- NIC 10GE: 4 x 10GE (included SFP+ SR);

-NIC 1GE: 2 x 1GE;

- HBA: 2 x 32Gbps;

- 02 Power Supply;

- License Management Enterprise hodc tuong duong

- 3Y Warranty & Technical support 24/7

I1I

H¢é thong luu trix, sao luu dir liéu

Thiét bi hru trit ving ATTT cap do 4
(SAN Storage)

- Dual Controller Active-Active

- Total cache: 512GB

- I/O module: 8 x FC 32Gbps, 8 x 10GE;

- Dung lugng kha dung: 170TB, bao gdbm 6 SSD va SAS
10k, dung lugng kha dung SSD tdi thiéu 30% tong dung

lvong kha dung.

- Tinh ning kém theo: Auto-Tiering, Deduplication /

Compression hodc trong duong;

- 02 Power Supply:

- 3Y Warranty & Technical support 24/7
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2 | Thiét bi chuyén mach luu trix (SAN ) Bo 2
- SAN Switch 48 x FC 32Gps (License Activate 48 port;
included 30 x SFP 32Gbps, cap LC/LC Multimode 10m);
- 02 Power Supply;
- 3Y Warranty & Technical support 24/7
IV | Hé thong mang (Network)
Thiét bi chuyén mach SPINE Bo 2
- 32 QSFP28 (included 6 x 100GE MM; cap LC/LC 10m);
- Bing thong chuyén mach: 12Tbps;
] - Nang luc chuyén tiép goi tin: 4bpps;
- License EVPN/VXLAN multi-site hodc trong duong;
- 02 Power Supply;
- 3Y Warranty & Technical support 8x5
Module 10G multimode SFP+SR (kem cap LC/LC 10m) Bo 6
Thiét bi chuyén mach bién . 5
(BorderGateway Switch) :
- 6 QSFP28 (included 3 x 100GE MM, 01 DAC/AOC 5m),
24 SFP+ (included 2 SFP+ ZR; cap LC/LC 10m);
- Bing thong chuyén mach: 3.6Tbps;
2 - Ning luc chuyén tiép géi tin: 1.2bpps;
- License EVPN/VXLAN multi-site hodc twong duong;
- 02 Power Supply;
- 3Y Warranty & Technical support 8x5
Module 10G singlemode SFP+ LR (kém cap LC/LC 10m) Bo 4
Module 10G multimode SFP+SR (kém cap LC/LC 10m) Bo 14
3 Thiét bi dinh tuyérl (Router) Bo 2
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Yéu cau ky thuit téi thiéu hodc twong duong

Don vi tinh

S6 luwgng

- 24 SFP/SFP+ (included 04 SFP+ZR, 06 SFP SX, 04 SFP
RJ45; cap LC/LC 10m)

- RAM / System Memory: 16GB

- Open Shortest Path First (OSPF)

- Border Gateway Protocol (BGP)

- Equal-Cost Multipath (ECMP)

- L2VPN, L3VPN

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Module 10G multimode

SFP+SR (kém cap LC/LC 10m)

w
«O»

10

Thiét bi chuyén mach Leaf

o)
O

- Switch 48 x 10GE;

- 6 x QSFP28 (included 3 x 100GE MM, cédp LC/LC 10m,
01 DAC/AOC 5m);

- Bang thong chuyén mach: 3.6Tbps;

- Ning lwe chuyén tiép goi tin: 1.2bpps;

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5

Module 10G multimode

SFP+SR (kém cap LC/LC 10m)

64

Thiét bi chuyén mach quan tri (MGT
Switch)

- Switch 48 x 1GE, 2 x 1/10GE;

- Bang thong chuyén mach: 176Gbps;

- Nang luc chuyén tiép goi tin: 130 Mpps;

- 02 Power Supply;

- 3Y Warranty & Technical support 8x5
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Yéu cau ky thudt toi thiéu hoiic twong dwong

Don vi tinh

S6 luwgng

Module 10G multimode

SFP+SR (kém cép LC/LC 10m)

Bo

4

Thiét b can bang tai (LoadBalance)

Bo

2

- Throughput L7: 13Gbps

- L4 CPS: 100K

- L7 RPS: 500K

- Tinh ndng: SLB

- Interface: 4 x 10GE (included SFP+SR);

- 02 Power Supply

- 3Y Warranty & Technical support 8x5

H¢ thong an toan théng tin

1,1

Tuodng Itra bién

- Throughput L7: 13Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x 1GE

- Tinh ning: C6 sin tinh ning IPS, Application Control,
Content Awareness hodc trong duong; hiéu luc 03 ndm;

a Nguén: 02 Power Supply:

- 3Y Warranty & Technical support 8x5

1,2

Tuodng Itra ndi bo

- Throughput L7: 13Gbps

- Giao dién: 4 x 10GE (included SFP+SR), 4 x IGE

- Tinh ning: C6 sén tinh ning IPS, Application Control,
Content Awareness hodc twvong duong; hiéu luc 03 nam;

- Nguf‘)n: 02 Power Supply;

- 3Y Warranty & Technical support 8x5

1,3

Tudng Itra ving mang quan tri

- Thong lugng FW: 1Gbps
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- Giao dién: 6 x | GE RJ45
- 3Y Warranty & Technical support 8x5
1.4 | Tuong lira bao vé ing dung (WAF) Bo 2
- Throughput L7: 13Gbps
- Tinh ndng: WAF, DDoS L7
- Interface: 4 x 10GE (included SFP+SR);
- Nguon: 02 Power Supply;
- 3Y Warranty & Technical support 8x5
VI | Phu kién cho hé théng dw phong
Linh, phu kién phuc vu ldp dit hé théng, thiét bi CNTT du
phong:
| Linh phu kién hé théng TB CNTT du | - Diy nhay quang. Géi |
phong - Day mang Cat 6.
- Hat mang.
- Vit tu tiéu hao (lat nhua, biang dinh dién,...)
VII | Lap dit, cai dat
1 Lap dat, cai dat hé thong TB CNTT du Lap df_“it phén ctmg, cai dit cau hinh phan mém..cho toan bd Géi 1
phong hé¢ thong du phong CGC
1.2. THIET BI BO SUNG CHO HA TANG VAN HANH
STT Tén hang muc/thiét bi Yéu ciu k§ thuit tbi thiéu hoiic twong duong Don vi tinh | So lwgng
A | Hé théng chinh
| Trang bi b6 sung hé’théng ha ting
van hanh cho hé thong chinh
1 | H¢ thong thiét bi dién, mang
1.1 | H¢ thong Iuu dién UPS Hé thong 1

D &0

30
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STT

Tén hang muc/thiét bi

Yéu ciu ky thudt tdi thiéu hodc twong duong

Don vi tinh

S6 lugng

Input:

- Rated power: 90 KW (cé thé ma rong [én 400 KW)

- Voltage: 220/380 VAC hodc 380VAC - 3 phase

- Frequency: 50/60 Hz + 5 Hz

- Power factor: > 0.9

- Current distorsion <5%

Bypass:

- 220/380 VAC

- Frequency: 50/60 Hz + 5 Hz

- Number phases: 3

OUTPUT and INVERTER OUTPUT:

- Rated power: 90 KW (c6 thé md rong 1én 400 KW/KVA;

- Number phases: 3

- Crest factor (Ipk/Irms): > 2.5:01

- Frequency: 50/60 Hz

- Voltage THd/THDv non-linear load: <5%

- Voltage THd/THDv inear load: <3%

OVERLOAD TIMES:

- 100% < Load < 110%: 1 gi¢

- 110% < Load < 125%: 10 phut

- 125% < Load < 150%: 1 phut

Battery:

- Thoi gian luu trir tai 90kw la 15 phut

Bio hanh va ho tro ky thuit:

- Bao hanh, hd tro k¥ thuat: 03 nam chinh hing

)

Hé thong chuyén mach tinh (STS)

Hé thong
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STT

Tén hang muc/thiét bi

Yéu cau ky thuit toi thiéu hodc twong duong

Don vi tinh

S6 lwgng

INPUT:

- Rated power: 250 A

- Rated Voltage: 220/380 VAC

- Frequency: 50/60 Hz + 10%

- Current distorsion: <15%

OUTPUT:

- Rated power: 250 A

- Rated Voltage: 220/380 VAC

- Number phases: 3

- Frequency: 50/60 Hz

- Thoi gian chuyén doi khi tai dong bd: <5ms

- Ché d6 chuyén mach: Break-before-make (Ngit trude khi
chuyén)

- Man hinh: LCD

- H6 trg cac chuan/giao thire truyén thong:
Bacnet/Modbus/SNMP hoic tuong duong

- Nhiét dg hoat dong : 0 + 40 °C

Bio hanh va ho tro ky thuit:

- Bao hanh, hd trg k¥ thuit: 03 nim chinh hing

L3

H¢ thong ti dién UPS - PDU

1.3.1

Tu truge UPS

Hé thong

- Input: 02 xMCCB800A, 3P, S0kA

- Output: 03 xMCCB 800A, 3P, 50kA

- Form ta 2B

- Thanh céi chinh: chét liéu dong, dam bao j < 1.5

- Dong ho ky thudt sb, hd trg giao thire Modbus/Bacnet/SNMP

L

0 Z =
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STT

Tén hang muc/thiét bi

Yéu ciu ky thudt toi thiéu hodc twong dwong

Don vi tinh

S6 lwgng

- Va céc phu kién khac nhu: Chong sét lan truyén, dong ho béo
phase, CT, nhan tu....

- Bao hanh, ho trg k¥ thuét: 03 nim chinh hing

1.3.2

Tt sau UPS (PDU)

Hé thong

- Input: 02x MCCB800A, 3P, 50kA

- Output: 04 x MCCB300A, 3P, 36kA

- Form tu 2B

- Thanh cai chinh : chat liéu déng, dim bao j < 1.5

- Dong ho k¥ thuat sb, hd trg giao thirc Modbus/Bacnet/SNMP

- Va cac phu kién khic nhu: Chong sét lan truyén, dong ho béo
phase, CT, nhan tu....

- Bdo hanh, hé trg k¥ thuat: 03 nim chinh hiang

1.4

Tu Rack PDU (Sau STS)

Hé thong

- Cong sudt ta: > 125kVA

- Dong tai dinh mre: > 225A

- Dién ap, tan s6 hoat dong dau vao: 3 pha 4 ddy + PE, 380V,
50Hz.

- Dién ap, tan s6 hoat dong dau ra: 380/220V, 50Hz.

- MCB phan phéi dau ra: 84 x 32A 1P

- Chéng sét lan truyén: Tich hop bo chdng sét lan truyén bén trong
tu.

- Giam sat: C6 kha ning giam sét cac thong s6 co ban nhu: dién 4p
(V): dong dién (A); Tan s6 (Hz)

Co6 ctra mo mat trude: Co

- Kha nang canh bdo bang am thanh qua giao dién man hinh LCD
trén ta: Canh bao vugt ngudng; canh béo tan sb ...
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STT

Tén hang muc/thiét bi

Yéu ciu k¥ thudt toi thiéu hodc twong dwong

Don vi tinh

So lrgng

- Ho tro cac chuan/giao thire truyén thong:
Bacnet/Modbus/SNMP hodc tuong duong

- Bao hanh, ho tro ky thuat: 03 nam chinh hing

1.5

Tu Rack

Rack Network:

- Chiéu rong: Tir 750mm dén 800mm

- Chiéu sau: Tur 1070mm dén 1200mm

- Chiéu cao: 42U

- Téai trong toi thiéu: 1350kg/Rack

- Cira trude, sau: Cira luéi duc 16 gitp t6i wu ludng khong khi tir
trude ra sau 1én dén 70%

- Mau ti: mau den

- Nguon PDU kém theo: Mdi ta rack ¢6 4 Rack PDU, mdi Rack
PDU ¢6 20 cdng C13 va 4 cong C19; duge bao vé bing atomat
32A; cong suit 7.3kW/ PDU

- Bao hanh, ho tro ki thuat: 03 nim chinh hang

Rack Server:

11

- Chiéu rong: 600 mm

- Chiéu sdu: Ttr 1070mm dén 1200mm

- Chiéu cao: 42U

- Tai trong toi thiéu: 1350kg/Rack

- Cira trudre, sau: Cira luéi duc 16 gitp t0i wu ludng khong khi tir
trude ra sau 1én dén 70%

- Mau ti: mau den

LR S

o
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STT Tén hang muc/thiét bi Yéu ciu ky thuit tdi thiéu hoic twong dwong Pon vi tinh | S6 lwgng
- Nguon PDU kém theo: Mdi ti rack c6 4 Rack PDU, mdi Rack
PDU ¢6 20 cdng CI3 va 4 cong C19; duge bio vé bing atomat
32A; cong sudt 7.3kW/ PDU.
- Bdo hanh, ho trg k§y thuat: 03 nim chinh hang
5, | He thong thiét bi Trung tam diéu
hanh (NOC)
2.1 | Hé thong man hinh ghép
Man hinh ghép chuyén dung 55 inch (bién ghép 1.8mm): Chiéc 6
- Do phan giai: 1.920 x 1080 (FHD)
- Ty 1€ khung hinh: 16:9
- D twong phan: 1000:1
- Cong nghé bang diéu khién: IPS
- Pau vio: 1x HDMI, 1x USB, 1 x RJ45
-Paura: 1 x HDMI
- Nguén hoat déng: 100-240V; 50/60Hz
- Bdo hanh, hd trg ky thuat: 03 nim chinh hang
Gia do man hinh dang treo dong bd véi man hinh Chiéc 6
Day HDMI 2.0 gan dau ndi, chiéu dai 10m. Chat liéu dan tin - ;
hiéu bang dong
Khung thép hop dinh hinh hé tro lap dit gia treo trén tudong 2061 1
B¢ diéu khién (Gom phin mém diéu khién): Bo I

- Tich hop sdn phan mém diéu khién

- Kha ning quén ly ngudn video dau vao: 08 x HDMI

- Kha ning quéan ly ngudn video dau ra: 08 x HDMI

- Kha néng quan ly man hinh ghép: t6i da 08 man hinh

- Nguén dién song song Redundant Power
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STT Tén hang muc/thiét bi Yéu cau ky thudt tdi thiéu hoic twong dwong Pon vi tinh | S6 lwgng
- Diéu khién: khong day (wifi), co diy (LAN), phin mém diéu
khién cai dat trén may tinh
- Bao hanh, ho tro k¥ thuat: 03 nim chinh hing
29 Thiét bi phuc vu quan tri, van hanh,
truc ca
291 I\/{éy tinh phuc vu quan tri, van Bs 5
hanh, truc ca ‘
Case may tinh:
- Chip: Core 13-12th
- RAM: 8GB RAM DDR4
- O cimg: 256GB SSD;
- I/0: 3x USB; IxDislay port; 1xHDMI port; IxAudio port;
1xRJ45 port
- Card man hinh: Onboard
- O dia quang: Co
- Kha ning mo rong: C6 slot mé rong 0 cirng
- Phu kién: Ban phim, Chudt.
- Hé diéu hanh: Ban quyén Windows 11 Home
- Office: Ban quyén Microsoft 2019
- Bao hanh, hé tro k¥ thuat: 03 nam chinh hing
Man hinh: 19.5 inch HD; Chuan vao HDMI.
- Bao hanh, hd trg k¥ thuat: 03 nam chinh hing
299 Maiy in da ndang phuc vu quan tri, Cii 1

vén hanh, truc ca

- Tc do in: 20 trang/pht

- HO tro in dinh dang giéy A4

Z NN\

Vi v
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STT Tén hang muc/thiét bi Yéu ciu ky thudt tdi thiéu hodic twong dwong Pon vi tinh | S6 lugng
- D¢ phén giai: 1200 dpi
- Céng két ndi: USB 2.0; Ethernet; Wireless
- Bao hanh, hd trg ky thuat: 03 nam chinh hing

)93 H_é thﬂéng‘dién thoai IP phuc vu quan He théng I

tri, van hanh, truc ca

Dién thoai ban IP: Cai 5
- Ho trg 2 tai khoan SIP, SIP hotspot.
- 2 Cong Gigabit 10/100/1000, PoE tich hop.
- Béo hanh, ho trg ky thuat: 03 nim chinh hing
Tong dai IP: Cai 1
- Ho tro 3 trung ké IP, 5 dién thoai IP
- Béo hanh, hd trg k¥ thuat: 03 nim chinh hang

23 Trang thiét bi phuc vu hoat dong cua

cdc bd phén chirc ning

}?)én phuc vu quan tri, van hanh, truc ca. Chit liéu gd MDF chéng i ;
am, phi melamin hoan thién. KT: 1200x700x750mm
Ghé phuc vu quan tri, van hanh, truc ca. Ghé boc da cong nghiép - 5
mau den, chdn xoay ma crom.
Tu tai liéu loai 1. Chat liéu gd MDF chdng am, phu melamin hoan Cii 1
thién. KT: 2570x400x2200mm
Tu tai liéu loai 2. Chat liéu gd MDF chdng am, phii melamin hoan i |
thién. KT: 1210x400x2200mm
Dan decan m¢ vach kinh m2 11
Vach gb 6p xung quanh man hinh ghép. G& MDF chong am ph - 15.18

melamin hoan thién
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STT Tén hang muc/thiét bi Yéu cau ky thudt tdi thiéu hoiic twong dwong Pon vi tinh | S6 lwgng
Tu kep khe cot va vach kinh. Chét liéu gd MDF chdng am, phu - |
melamin hoan thién. KT: 350x400x2660mm

I L.élp dat Ami_l‘l\lg, [?hl_l kién mang Géi 1
cong nghé théng tin

B | Hé thfmg du phong

I Trang bj b sung hé thong ha ting
vin hanh cho hé théng dw phong

1 | Diéu hoa Inrow (dan lanh) B 2

- InRow, dang rack

- Cong sut lam lanh tdi thiéu 100.000 BTU

- Hudng gi6: Hut khi nong phia ding sau may lanh, thdi khi lanh
ra phia mat trude may. Khi lanh phin b dong déu tir trén xudng
dudi doc theo chiéu cao ciia may

- Dién 4p, tan s6 hoat dong: 220V, 50 Hz

- Man hinh: Man hinh LCD mau, diéu khién cam rng

- HO trg céc chudn/giao thirc truyén thong:
Bacnet/Modbus/SNMP hodc tuong duong dam bao kha nang tich
hop véi ha tang giam sat hién tai ctia VNNIC

- S6 luong quat 1 dan lanh: > 2 quat, cho phép thay thé nong ma
khong can dimg hé thong trong qua trinh bao tri, bao dudng

- Loai quat: Electronically Commutated (EC fan)

- Kich thude toi da cho phép (Cao, Rong, Sau): 2000x600x1200
mm

- Kha ning tuong thich: C6 thé tich hop vao hé thong diéu hoa
dang co6 tai Trung tdm dir liéu cia VNNIC

- Vit tu két ndi voi hé thong Chiller

U
{H
AIE
HE
Hl
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STT

Tén hang muc/thiét bj

Yéu cau ky thudt tdi thiéu hodc twong duong

Don vi tinh

S6 lwgng

- Bao hanh, hd tro ky thudt: 03 nam chinh hang

Hé thong lwu dién UPS

Bg

Cong nghé: Online, chuyén doi kép (Online Double Conversion)

Kich thudc toi da cho phép (Cao, Rong, Sau): 1600x600x970 mm

Thong so dau vao:

- Dién 4p dau vao: 380 /415 V

- Tan sb dau vao: 45 - 65 Hz

Thong so dau ra:

- Cong sudt toi thiéu: 50 kW

- Dién 4p dau ra: 380/ 415V

Ac quy:

- Chiing loai: Module ic quy thong minh, gan truc tiép trong UPS
va ti dc quy ngoai. Runtime: 15 phut tai 50kW

HO tro cac chuan/giao thire truyén thong: Bacnet/Modbus/SNMP
hodc tuong duong dam bao kha ning tich hop véi ha tang giam sat
hién tai cia VNNIC

- Bao hanh, hd trg ky thudt: 03 nam chinh hang

Ti phin phéi PDU

Tu phan phéi cho thiét bi IT, dang Rack

- Dong tai dinh muc: > 225A

- Dién 4p, tan s6 hoat dong dau vao: 3 pha 4 day + PE, 380V, 50Hz.

- bién ap, tan s6 hoat dong diu ra: 380/220V, 50Hz.

- MCB phan phoi dau ra: 10 x 32A 1P

- Chdng sét lan truyén: Tich hop bd chdng sét lan truyén bén trong
tu.

- C6 clra mé mat trude: Co
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STT Tén hang muc/thiét bi Yéu cau ky thuit toi thiéu hodc twong duong Pon vi tinh | S6 luwgng
- Giam sat: C6 kha nang giam sat cac thong so co ban nhu: dién ap
(V): dong dién (A); Tan sb (Hz)
- H6 trg cac chuan/giao thire truyén thong: Bacnet/Modbus/SNMP
hodc trong duong diam bao kha nang tich hop véi ha ting giam sat
hién tai cia VNNIC
- Kich thurde: Dang ti Rack chiéu rong ti da 300mm.
- Béo hanh, hd trg k§ thudt: 03 nam chinh hang

4 | Tiarack

Rack Network: Bo |
- Chiéu rong: Ttr 750mm dén 800mm
- Chiéu sau: Tir 1070mm dén 1200mm
- Chiéu cao: 42U
- Tai trong toi thiéu: 1350kg/Rack
- Ctra trude, sau: Cira ludi duc 16 gitip tdi wu luong khong khi tir
trudc ra sau 1én dén 70%
- Mau ta: mau den
- Nguon PDU kém theo: Mdi tii rack c6 4 Rack PDU, mdi Rack
PDU c6 téi thiéu 20 cong C13 va 4 cdng C19; duge bao vé bing
atomat 32A; cong suat 7.3kW/ PDU. Cac Rack PDU hd trg cic
chudn/giao thirc truyén thong: Bacnet/Modbus/SNMP hoic tuong
duong dam bao kha nang tich hop vai ha té‘mg giam sat hién tai cua
VNNIC
- Bao hanh, ho trg k¥ thuat: 03 nam chinh hing
Rack Server: Bo 2

- Chiéu rong: 600 mm

- Chiéu sau: Tir 1070mm dén 1200mm

i el 4
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STT Tén hang muc/thiét bj Yéu cau ky thuit ti thiéu hodc twong duwong Pon vi tinh | S0 lwgng
- Chiéu cao: 42U
- Tai trong tdi thiéu: 1350kg/Rack
- Cira trude, sau: Cira ludi duc 16 gitp tdi uu luong khong khi tir
trude ra sau 1én dén 70%
- Mau ti: mau den
- Nguon PDU kém theo: Kém theo 4 Rack PDU, mdi rack PDU ¢
t6i thiéu 20 cong C13 va 4 cong C19; duoc bao vé bing atomat
32A; cong suit 7.3kW/ PDU. Céc Rack PDU hd trg céc chudn/giao
thire truyén théng: Bacnet/Modbus/SNMP hoic tuong duong dam
bao kha nang tich hgp vai ha téng giam sat hién tai cuia VNNIC
- Bao hanh, hd trg k¥ thuat: 03 nim chinh hang
Phin mém, phu kién gidm sat
5 .
kém theo
Cam bién nhiét do, do 4m trong tu rack géxn:
Thiét bi cam bién:
- Do nhiét 9 t6i thiéu khoang 10-30C / Do d6 4m tdi thiéu khoang
35%RH dén 70%RH; Bo 6
- Loai gin Rack.
- Chiéu dai két ndi t6i thiét bi trung tim: Ti thiéu 2m.
Thiét bi trung tim (quén Iy cdc cam bién):
- Két ndi t6i thiéu 6 thiét bi cam bién;
- C6 kha nang két nbi téi thiét bi trung tim khac dé mé rong hodc » 5

két ni toi hé théng tap trung dé truyén tin;
- Sir dung nguédn 12/24VDC;
- C6 dén Led hién thi.
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STT Tén hang muc/thiét bi Yéu ciu ky thuit tdi thiéu hoic twong duong Pon vi tinh | S6 lugng
Mo rong ban quyén phén mém phuc vu tich hop. gidm sat cac thiét
bi ha t?mg mai vao hé théng giam sat ha té’mg DCIM cua TTDL Géi |

VNNIC: Ban quyén sir dung vinh vién; Hd trg k¥ thuat chinh hang
3 nam déi phan mé rong.

2\ Z0E B /5



55

2. HANG MUC XAY LAP

STT Hang muc chi phi Yéu ciu ky thuit tdi thiéu hodic twong duwong Pon vi tinh | S6 lugng

A | HE THONG CHINH

Trang bi bo sung hé théng ha ting

I ey .y i
van hanh cho hé thong chinh

1 | H¢ thong thiét bj dién, mang

1.1 | C4p ngudn

Cap CXV 1x240mm?2 m 360
Céap CXV 1x185mm?2 m 1600
Cép CXV 1x120mm2 m 360
Piu cos Goi 1
1.2 | Hé thong phéi quang ODF
ODF 24 FO Céi 2
Day quang 24FO, SM m 60
5 H¢ thong thiét bi Trung tim diéu
hanh (NOC)
o g Thiét bi, vat tu, phu kién phong
NOC
Thiét bi chuyén mach 24 GE RJ45 Ports; 2 x 10G SFP+ (kém
SFP+SR, cap LC/LC 10m); Béo hanh, hd trg ky thudt: 3 nim Bo 1
chinh hang
O cim doi 16A (20m mit va dé ndi) Cai 6
Dy dién 1x2,5mm2 - cho 6 cim ban m 100
Ong rudt ga D20 cudn 1
Cap CATSE UTP m 100

Day thoai 2x0,5 m 100
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STT Hang muc chi phi Yéu cau ky thuit tdi thiéu hoic twong dwong Pon vi tinh | SO lwong
O mang don gom mat che va nhin Bo 6
O thoai don gém mat che va nhéin Bo 5
Dé noi Cai 5
Vit tu, phu kién khac cho phong NOCVit tu phu cho phﬁn dién Goi [
mang
I L.fip dit ﬂ:?"% ph.l.l Kién mang Goi |
cong nghe thong tin
B | HE THONG DU PHONG
I Trang bi bo sung hé thong ha ting
vin hanh cho h¢ théng dy phong
1 | Cép dién Goi 1
Cap dién tir vi tri td dién nguon dén ta Cip CXV 4 x 95mm?2 - 50
UPS
Cap dién tir vi tri ti UPS dén ta Rack Cép CXV 4 x 70mm2 . 90
PDU
ggftgifch(ul;g tri tu dién Rack PDU Cép CXV 3x4mm2 - 45
Capkdu_ar;l tu'_:q tr‘x ta phén phdi dién Cip CXV 3x4mm2 . 150
ngudn dén diéu hoa Inrow
Cép tiép dia Cap CVV 1x50mm2 m 45
Phu kién Pau cos Goi 1
2 | Nang cip ta dién cii Goi 1
- MCCB 3P 250A 25KkA : 2 céi
- MCB 32A 6kA: 4 cai
- Thanh céi dong kém theo phuc vu két noi hé thong cil.
3 | Hé théng phdi quang ODF
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STT Hang muc chi phi Yéu cau ky thuit tbi thiéu hodc twong duwong Pon vi tinh | S6 lugng |
Cap quang Singlemode chuan LC-SC/UPC dai 40m Soi 6
Lip dit , phu kié 5 ;
Il ap. 4 nm:_m.g PG R Igng cung Lap dat mang, phu kién mang cong nghé thong tin Goi 1
nghé thong tin :
Ghi chu:

- Cdc thiét bi, phu kién, vét tw phuc vu ldp dit, cai dat yéu ciu thoi gian bao hanh téi thiéu [a 03 nam.

- Céc thiét bi chinh ¢6 hinh thirc hd trg k¥ thudt chinh hang tHi thiéu la 8x5.
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PHU LUC 02 ‘
HANG MUC DICH VU KENH TRUYEN

(Kém theo Cong van s6 24/CV-TTKS ngay 23/04/2024 cua Trung tam Khao sdt, nghién cieu va phat trién thi truong)

Yéu ciu ky thuit cia dich vu duéi diy la cic yéu ciu ky thuit tdi thiéu hodc twong dwong.

STT Yéu ciu ky thuét caa dich vu Pon vi tinh S6 lwong
1 | 02 kénh thué riéng téc d6 250Mbps (ndi tinh) ndi Hé théng chinh - Hé théng dy phong Théng 12
5 02 ’kénh’ Leased Line InEernet site chinh S'Gbps: TN/50 Mbps quoc té (kém theo Dich vu Thang )
chong tan cong DDOS ho tr¢ bing thong toi thiéu 5Gbps)
;|02 keénh Leased Line Internet site du phong S00Mbps TN/20 Mbps quoc té (kém theo Dich Thing 0
vu chong tan cong DDOS ho trg bang thong toi thiéu S00Mbps)
4 Khéi tao dudng truyén Kénh 6
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PHU LUC 03
HANG MUC DUY TRI VAN HANH
(Kém theo Cong van sé 24/CV-TTKS ngay 23/04/2024 ciia Trung tam khdo sdt, nghién cieu va phat trién thi truong)

Yéu ciu k§y thuit cia dich vu duéi diy la cic yéu ciu ky thudt téi thidu hodic twong dwong.
Cién ctr khéi lwgng thiét bi can van hanh tai Phu luc 01, Phu luc 02, dé nghi Quy doanh nghiép bdo gié chi tiét cac hang muc thanh phan.
1. CHUYEN GIA VAN HANH

S6 lwgng ngay Don gia ngay Chi phi
cong 1 nam cong Tinh | Chi | Chi mai
STT \Oi 0 ié h hil hil nim
Mgl dog cng vie Bic | Bac | Bac | Bac | Bac | Bae | ™ [P} | PM y
; - 5 % : ki lan | nim tiep
1 2 3 1 2 3
theo

I | Khao sat hién trang, yéu ciu trong quan tri, vin hanh hé thong

Khao sat hi¢n trang, yéu cau quan tri, van hanh ha téng k¥ thudt (mang, may
chii, bdo mat) phuc vu hé théng CGC:

- Nghién ciru cac tai liéu lién quan hé théng ha tang ky thuit do bén thué
dich vu cung cz’ip nhu thiét ké hé théng, danh muc thiét bi, tai liéu huéng dan
I | cai dat, trién khai.... 6 3
- Thye hién khao sét xac dinh hién trang céc thiét bi nhu tinh trang up/down,
cu hinh thiét bj, quy hoach VLAN, tai nguyén IP...

- Xéc dinh cédc yéu ciu, pham vi trong quén tri, van hanh hé théng ha ting
k¥ thuat

Khéo sat hién trang, yéu cau quan tri, van hanh hé tlréng phan mém rg
dung, dich vu trién khai trén hé thng CGC:

2 | - Nghién ctru cac tai liéu lién quan hé thong ha ting phan mém (g dung, 6 3
dich vu do bén thué dich vu cung cap nhu thiét ké hé th611g; danh muc phﬁn
mém tng dung, dich vy; tai liéu huéng dan trién khai, két ndi cac dich vu,...
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- Thue hién khao st xac dinh hién trang cac phan mém trng dung, dich vu
nhur tinh trang up/down, cAu hinh may cha trién khai, ciu hinh dau ndi dich
Wik
- Xéc dinh cic yéu ciu, pham vi trong quan tri, vin hanh phidn mém imng
dung, dich vu trién khai
Téng hop, bao cao két qua khao sat:
3 -Té f:]]irc t!'u_rc hién lép‘ bép cdo két qua khao sét;‘ 7 |
- Thong nhat cac bén vé két qua khao sat va yéu cau, pham vi trong quan tri,
van hanh, duy tri cic hé théng.
II | Trwe quin Iy, vin hanh, duy tri hé thong
1 | Quan Iy, van hanh tong thé 312
11 Tb chire, lap ké hoach va trién khgi cdc nhi€ém vy, cong viéc trong cong tac
quan ly, van hanh va duy tri hé thong CGC:
- Lap ké hoach, phan céng nhiém vu cho cac nhan su/nhém nhan su hang
thang.
- Xay dung va ban hanh, phé bién cac quy trinh nghiép vu, cac quy dinh
trong hoat dong cua cdc nhém nhén su;
- Cap nhat va ban hanh, phé bién cac quy trinh nghiép vu, cic quy dinh trong
hoat ddng ctia cac nhém nhéan su;
Theo déi tinh hinh va dén ddc viée thuc hién cac cong viéc, nhiém vu trong
1.2 | cong tac quan 1y, van hanh va duy tri cac hé thong, dam bao chat lugng cong

viéc:

. A . - ‘ ~ 4 A ~ 5 . B tA .
- Kiém tra, ra soat va dén doc viéc tudn tha cac quy trinh nghiép vu, cac quy
dinh chung;

- Kiém tra, ra soat va don doc, dam bdo tién d6 cac cong viée nhu ho tro ki
thudt, khac phuc sy co, sao luu hé thong...
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13

Chu tri tong hop béo cdo vé quan ly, van hanh va duy tri cac hé thong, dinh
ky hodc dot xuat thie hién bao cdo két qua cac cong viéc, nhiém vy:

- T6 chire phan cong nhiém vu théng ké bao c4o dinh ky hodc dot xuat;

- Thyc hién tong hgp va bao céo noi dung lién quan t6i bén thué dich vy;

- Thue hién giai trinh ndi dung bao céo (trong trudng hop ¢ yéu cau)

1.4

Diéu phdi va giai quyét cac van dé phét sinh:

- Thuyec hién t6 chire, diéu phdi nhén su trong cac truong hgp phét sinh nhw
nhén su nghi (dau 6m, nghi phép,...), cdc nhiém vu dét xuit, cac su cb
nghiém trong,...

- Dé xuit, tb chirc lam viéc gilta cac bén trong trudng hop c6 van dé phat
sinh lién quan nhiéu bén (vd: hd tro xdy dung két ndi méi, trién khai hé thong
moi,...)

1.5

HO tro truc quan ly, van hanh, duy tri hé théng gi0 hanh chinh cac ngay lam
viée trong tuan (thir 2 - thir 7)

1.6

HG trg xir ly cac yéu cau hd tro ky thuat phirc tap, chuyén siu, cac nguy co,
su ¢ nghiém trong:

- Tiép nhan thong tin yéu ciu hd tro hodic s ¢ tir cac nhéan su khac hoic hé
thong, nguoi dung;

- Lap va théng nhit phuong an thyuc hién hd tro hoic khic phuc sur ¢6 voi
cac bén lién quan;

- T6 chirc trién khai phuong an da théng nhét;

- Té chire 1ap, cdp nhat tai liéu k¥ thuat lién quan

Truc qudn Iy, van hanh, duy tri hé thong 24/7

1095

1095

Theo ddi, giam sat, kiém soat hoat dong cta hé théng ha tang ky thuat, céc
hé théng phan mém trng dung, dich vu két néi:
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- Theo ddi tinh hinh hoat ddng ctia cic hé thong thong qua céc cdng cu quan
tri, giam sat vin hanh hé théng nhu: hé théng giam sat he théng mang, hé
thdng gidm sat van hanh,...

- Tiép nhan/phat hién cac théng bao, canh bao ve nguy co, su 6 trén hé
théng (VD: may chi qua tai CPU, RAM, HDD; dich vu két ndi gap 15i;...)

Thyc hién trien khai két ndi mang t6i cac hé théng ctia céc don vi khi c6 yéu
cé.u:

- Khao sét nhu ciu, yéu ciu cu thé trong trién khai két ndi mang t6i céc hé
théng cua cac don vi;

- Dé xuit va thong nhat phuong an trién khai két n6i mang;

- T6 chire trién khai két ndi, dam bao an toan hoat dong céc hé thong, thyue
hién déu ndi dudng truyén, cAu hinh thiét bi mang, thiét bi bio mat,... dam
bao két ndi hoat dong diing muc dich, 6n dinh va an toan;

- L@p va cdp nhat tai liéu k¥ thuat lién quan nhu bdo céo phurong an, két qua
thuc hién hé trg k¥ thuat, tai liéu quan ly thay di cau hinh cac thiét bi,...

Quan 1y céc dia chi IP, phin hoach VLAN va thiét lap cic chinh sach ap
dung:

- Té chirc quan 1y tai nguyén IP (bao gdm IP két ndi Internet/TSLCD...),
phén hoach VLAN ciing nhu céac IP ndi bo hé théng;

- Quan ly céc chinh sich két ndi giira cac may chu, img dung hay cic dai
VLAN, giita h¢ thong mang ndi bo va mang ngoai trén céc thiét bj mang va
bao mat nhu Router, Core Switch, Firewall,...

- Thye hién thiét 1ap chinh sach bang thong, chinh sach an toan cho timg két
ndi dén cac hé thng thiét b mang va tudng lira theo yéu cau

Tiép nhén, phan loai, xir ly cic yéu cau ho trg k¥ thuat tir nguoi ding; Ho
tro phat trién, trién khai dich vu:
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- Tiép nhan thong tin yéu cau hé trg k¥ thuat tir ngudi dung thong qua cac
kénh nhu SMS, Email,...

- Thuc hién thu thap théng tin bd sung (néu co), phan loai, phan tich cac yéu
cau hd tro (VD: hd tro kiém tra 16i, ho tro trong két ndi dich vu sin 6, hd
tro trién khai dich vu mai,...)

- Thuce hién hé tro truc tiép dbi véi cac yéu ciu hd tro don gian, khéng gay
anh hudng hodc thay doi téi hé théng (vi du 18i thuong gip, két ndi dich vu
san co,...)

- D& xuét va théng nhat phuong an thuc hién hé tro k§ thuat déi véi cac yéu
cau hd trg phirc tap, ¢6 kha ning gy anh hudng, thay d6i dén hé thong (vi
du trién khai dich vu mai).

- Té chite thuc hién trién khai phwong 4n hd trg da dugc théng nht gitra cac
bén lién quan. Trong d6 ¢b thé bao gf‘)m: thuc hién cu hinh dich vu, cau
hinh may chu, thiét bi mang, thiét bi bao mat, ...

- Lap, cdp nhat céc tai liéu ky thuat lién quan nhu nhét ky hd tro ky thuat,
béo céo phuong an hd tro k¥ thudt, tai liéu quan Iy cau hinh hé théng, ...

Xéc dinh, phén loai va xir 1y cic nguy co, sy ¢6 trén hé théng:

- Thye hién thu thip cac thong tin lién quan nguy co, s ¢d (VD: thoi gian,
hé théng nguc"m, dich vu nguén,.. J;

- Phan loai nguy co, sy ¢ theo mirc dd nghiém trong;

- Thuc hién céc phuong an xir ly tam thoi trong trudng hop s ¢d nghiém
trong, gy anh hudng lon téi viée khai thac, sir dung dich vy, hé lhéng. Vi
du nhu kich hoat hé théng du phong, ngit tam thoi cic may chu, dich vu lién
quan,...

- Thure hién phén tich, xac dinh nguyén nhin gy su cd;

- Lap va dé xuét, béo cdo, théng nhit phuong an khéc phuc, xir ly nguy co,
su co
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- T chirc trién khai phuong 4n khac phuc, xtr Iy nguy co, su c6 da thong
nhét giita cac bén lién quan. Vi du nhu: thyc hién sira 16i phan mém, stra 13i
c4u hinh may chu, dich vu,. ..

- Lap, cdp nhat cic tai liéu ky thudt lién quan nhu nhat ky ho tro k¥ thuit,
bao céo phuong én hé tro ki thudt, tai liéu quan ly cau hinh hé théng, ...

Bao tri hé théng phin mém ing dung, dich vy, trong dé bao gom:
- Xac dinh 13i, nguyén nhan 18i va thuc hién sira 15i tng dung, dich vu.
- Chinh sira phan mém ing dung, dich vu (trén co s& cac tinh ning sin co)
dam bao phi hop véi méi trudng trién khai, dap tmg yéu cau vé quy mo két
nbi.

- Cép nhit cac tai liéu lién quan phén mém (mg dung, dich vu nhidm dam bao
kha nang tiép can, chuyén giao ciing nhur tiép tuc bao tri hé thong.

H& tro xir 1y cac yéu cau hd tro k§ thuat phirc tap, chuyén sau, cac nguy co,
) nghiém trong, gdy anh hudng hoic lién quan tdi nhiéu thanh phfin hé
théng:

- Tiép nhén thong tin nguy co, sur ¢ tir cdc nhan su khac hodc nguoi ding;
- T6 chire thu thap théng tin lién quan tir ndi bo hé thong hay tir nguoi ding;
- Lap va dé xuét, bao céo, thong nhat phuong an hé trg hodc xir ly nguy co,
su ¢d

- Té chire trién khai phuong an khic phuc, xur ly nguy co, sy c¢b da thong
nhét giita cac bén lién quan. Vi du nhu: thuc hién sira 13i phin mém, sira 1i
céu hinh may chu, dich vy,...

- Lép, cap nhdt céc tai liéu k¥ thuét lién quan nhu nhat ky hé trg k¥ thuat,
bio cao phuong an hd trg ky thudt, tii liéu quan 1y ciu hinh hé théng,...

Ho tro xay dung tai liéu lién quan cic yéu cau hd trg, cic nguy co, sur cd,
hinh thanh co s& tri thirc cho cong tac thuc hién quan 1y, van hanh, duy tri
hé thong:
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- T6 chire 1p cc biéu mau tai liéu nhu Nhat ky quan 1y, van hanh hé théng;
Nhit ky hd trg k¥ thudt; Danh muc nguy co, su ¢d; Béo c4o phuong én khic
phuc nguy co, su cd; Tai liéu quan ly cdu hinh hé théng; Tai liéu quan ly
thay déi:...

- Tham gia, hé tro xdy dung, cip nhat cc tai liéu theo bidu miu va céc ndi
dung quy dinh;

Ghi nhat ky quan ly, van hanh, duy tri hé théng theo ca lam viéc:
- Ghi nhat ky tinh trang hé thdng tai cac thdi diém giao ca.
- Ghi nhat ky thuc hién céng viéc trong khoang théi gian thyre hién ca tryc.

11T

Cic cong viéc dinh ky

Dinh ky ra sodt, cap nhat hé thong (1 thang/lan)

1.1

Ra soat, cap nhat ban v4 16i hé diéu hanh, phan mém urng dung trén cac may
cha:

- Kiém tra phién ban h¢ diéu hanh, phdn mém (g dung hién tai trén céc may
chu va cdc ban va tuong tng;

- Phéi hop thuc hién kiém tra kha ning tuong thich, hd tro cua cac phé’m mém
trién khai trén may chu théng qua céc tai li¢u hudng dan, tai liéu quan tri,
van hanh lién quan.

- Lap phuong 4n, ké hoach thuc hién cdp nhét ban va hé diéu hanh, phin
mém (g dung, dam bao tinh tuong thich v&i cac phdn mém img dung trién
khai trén méy chu, trong dé bao gom cac ndi dung nhu: sao lru may chi,
dich vu; cAu hinh ngét may cha, dich vu (néu co); thuc hién cap nhat ban va;
khoi phuc trong truong hop gip su cb;

- Trién khai thuc hién cap nhat theo phuong an, ké hoach da & ra.
- Tai kich hoat may chi, dich vu va kiém tra hoat déng ciia may cha, dich
V.

12
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- Thyc hién khoi phuc méy chi, dich vu trong truong hop ¢6 16i xay ra.
- Cap nhdt céc tai liéu lién quan nhu tai liéu quan 1y céu hinh hé théng, bao
cdo két qua thuc hién ra soat, cap nhat ban va hé théng, phan mém.
Ra sodt, cdp nhat cic img dung, dich vu, tai khoan nguoi ding trén hé théng:
- Kiém tra tinh trang hoat dong cua cac ung dung, dich vu, tai khoan ngudi
dung trén cac trang thiét bi, may chu;
- Xéc dinh cac ng dung, dich vy, tai khoan nguoi ding khong hoat dong,
khong con duge str dung,... (vi du tai khoan ngudi ding da nghi viée, dich
vu phién ban cii da khong con dugce hé trg,...)
- Lap va dé xuét, théng nhat phuong 4n thuc hién loai bo cac g dung, dich
1.2 | vu, tai khoan nguoi dung khong hoat dong, khong con duge sir dung,... (vi 12
du nhu g& bo tmg dung, huy kich hoat tai khoan, huy cong khai phién ban
dich vy,...)
- T6 chire thyc hién trién khai loai bo cc tmg dung, dich vu, tai khoan ngudi
diu’lg khong hoat dong, khong con duge sir dung, ... theo phuong én da thong
nhat.
- Cap nhét cac tai liéu lién quan nhur tai liéu quan ly ciu hinh hé théng, bao
céo két qua thyc hién ra soat, cap nhét ban va hé théng, phan mém.
Quan ly, giam sat, kiém soat hoat dong ra soat, cap nhat hé thong:
- l:!é trg xdy dung va kiém soat ké hoach, phuong 4n ra soat, cip nhat hé
thong;
1.3 | - HA trg kiém tra kha ning tuong thich hé théng phin mém, dich vu va cic 12
ban vi, cac ban cip nhat;
- H3 trg kiém sodt 15i va khoi phuc hé thong trong truong hop cap nhat hé
thong khong thanh cong
2| Binh ky thie hién sao luu div ligu hé thong (I thang I lan). 12
2.1 | Thuc hién sao luu dir liéu hé théng trong d6 bao gom:

VA
N
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- Sao luu CSDL céac hé th6ng phén mém, g dung, dich vu sir dung cong
cu phan mém backup.
- Sao luu cau hinh céc trang thiét bi mang, bao mit, mdy chu thong qua céc
cong cu, tién ich di kém cac thiét bj hodc ph.'?m mém backup (néu cé hd tro)
- Thyc hién nén cdc ban sao luu (trong truong hop can thiét)
- Thuc hién luu trir ban sao luu trén hé thdng ti dia sao luu, dam bao thoi
gian luu trir ddp tng theo quy ché lién quan.
Ra soat, loai bd cac ban sao luu cii:
- Kiém tra céc ban sao luu cii, xéc dinh céc ban sao luu cin loai bé theo quy
ché (VD: qué thoi han luu trir, ban sao Iuu gia ting khong cén thiét — vi da
2.2 | c6 ban sao luu toan bo mai,...)
- Thyc hién nén va luu trir cac ban sao luu can loai bo trén céc thiét bi backup
nhu bing tir (néu c6 quy dinh va thiét bi)
- Thue hién loai bo cac ban sao luu cin loai bo.
Lap béo cdo sao luu hé thong:
- Xay dung bao cédo thuc hién sao luu hé théng, trong do bao gém danh sach
23 | oo o e g
cac ban sao luu méi, danh sach cac ban sao luu di loai bo;
- Thyre hién bo cdo va giai trinh (néu ¢6 yéu cu) vai bén thué dich vu.
3 | Thue hign dién tap iing civu thong tin dinh ky (6 thang 1 lin).
Lap phuong an, ké hoach dién tip (g ctru thong tin. Trong dé bao gom cac
ndi dung nhu: thoi gian, méi trudng, kich ban (vi du: khoi phuc hé thng
31 trong trudng hop su cb trén trang thiét bj ha téng k§ thudt nhu duong truyén, 4
mady chi vt ly, thiét bi mang; khoi phuc hé thong trong truomg hop xay ra
sur ¢ trén hé thong img dung nhu 13i img dung, 13i co so dit liéu;...), két qua
du kién...
3.2 | Thuc hién dién tap theo ké hoach: 4
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- Thiét 1ap moi truong dién tap, vi du nhu tao cac may chu ao, hé thong mang
4o, cic dich vu thir nghiém phuc vu dién tép.

- Gia lap tinh hudng dién tap (vi du nhu ngét két ndi hé théng, tao 15i trong
CSDL:)

- T chirc thuc hién ing ciru theo phuong an, ké hoach di théng nhat (vi du
nhur thue hién phan tich, xac dinh nguyén nhén; kich hoat du phong: khoi
phuc CSDL;...)

33

Tong hop két qua thuc hién dién tap tng ctru thong tin:
- Ra sodt, kiém tra két qua dién tap tmg ciru thdng tin.
- Tong hop, xy dung bao cao két qua dién tap tng ctru thong tin.

34

Quin ly, kiém soat va béo cao thuc hién dién tap ing clru thong tin:

- Thye hién quan Iy, dé xuét va thdng nhat ndi dung ké hoach dién tap mg
ctru thong tin.

- Giam sét, kiém soat cic budc thuc hién trién khai dién tap, dam bao phu
hgp, dép tmg theo ké hoach da dé ra.

- Thye hién cong tac bao cdo két qua dién tap (rng ctru thong tin.

v

Téong hop, ban giao tii lidu

Chuan ho4 cac tai liéu lién quan qua trinh quan tri, vin hanh cac hé thong va
quan tri, vdn hanh ha té"mg k¥ thuét phuc vu cac hé théng:

- Chuan hod céc tai liéu theo biéu miu, néi dung quy dinh:

- Ra sodt, kiém soat sb luong, chat lrong céc tai liéu ban giao;

12

Quan ly, giam sit va ban giao céc tai liéu:

- Lap ké hoach va td chirc thyuce hién ban giao cac tai liéu lién quan;
- Ra soat, dam bao sb luong, chét lrgng cac tai liéu ban giao;

- Ky két céc bién ban ban gjao lién quan.

12

TONG CONG
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2. CHI PHINANG CAP HE THONG PHAN MEM; RA SOAT, PANH GIA BAO DAM ATTT; CAU HINH, HIEU CHINH HE THONG

STT Noi dung cong viée Pon vi tinh Khdi lugng Thanh tién

| | - Chi phi néng cap hé t/zétig phan mém
- Ra soat, danh gia bao dam ATTT
- Cau hinh, hiéu chinh hé thong.

goi 1




