BO THONG TIN VA TRUYEN THONG
CO QUAN THUONG TRUC CUA UY BAN QUOC GIA VE CHUYEN BOI SO

BAO CAO CHUYEN DE

Tuén 12/2022
Tai liéu tham khdo phuc vu Uy ban Quéc gia vé Chuyén doi sé

S6: 03/BC-UBQGCDS Ngay 25 thang 3 nim 2022 LUU HANH NOI BO

Bo Thong tin va Truyén thong, co quan thudng truc ciia Uy ban Quéc gia vé
Chuyén ddi sb giri bao cdo chuyén dé tham khao phuc vu cong tac lanh dao, chi
dao, diéu phéi cua Uy ban Quéc gia va Ban Chi dao chuyén ddi sb cua cac bo,
nganh, dia phuong nhu sau:

BAO PAM AN TOAN THONG TIN MANG

Thang 6 nam 2021, theo bado cao xep hang an toan, an ninh mang toan cau
(GCI) nam 2020 dwoc Lién minh Vién thong quoc té, Viet Nam da tién bé 25
bdc, tir vi tri thir 50 vieon 1én vi tri thir 25 trong sé 194 quoc gia, vimg lanh tho
dwoc xép hang, thir 7 trong khu vwee Chau A — Thai Binh Dwong va thir 4 khu
viee Péng Nam A.

Pat duoc két qua néu trén la nho né lue I6m ciia Viét Nam trong mot chang
dwong dai, thé hién r6 qua quyét tam chinh tri [6n ciia Pang, Chinh phii d6i voi
van dé bao dam an toan, an ninh mang; no lyc cua cac bg, nganh, dia phuong
trién khai bdo dam an toan théng tin. Thé hién ré vai trd ciia cdc co quan, don
vi dé Viét Nam c6 mot hanh lang phép Iy vé an toan, co ban day di.

Cdc b6, co quan ngang b, UBND CAc tinh di né lwc dé duwa ty 1é bao dam
an toan théng tin theo mé hinh bon 16p tir 0% nam 2019 1én 100% vao cudi
nam 2020. Ngoai ra, B¢ Théng tin va Truyén théng cé cdc chwong trinh, dé dn
bai ban, dai han, phdt trién nguon lyc an toan thong tin mang va xdy dung Hé
sinh thdi san phdam an toan thdng tin mang “Make in VietNam”.

Viéc cdi thién thir hang trong bang xép hang toan cau vé chi sé an toan, an
ninh mang khéng hé don gian va viéc bao dam an toan théng tin mang dai han
la thach thirc cua Viet Nam. Thoi gian 107, dé cai thién thir hang trong bang xép
hang toan cdu ve chi 56 an_toan, an ninh mang va la nén tang viing chdc phuc
vu chuyén doz $6 can sw né liee, quyét tam hon nita cua cac bg, co quan ngang
bg, UBND cdp tinh. Bé Théng tin va Truyén thong sé tiép tuc ho tro xdy dung
hé sinh thdi san pham an toan thong tin "Make in Viet Nam" va phat trién dgi
ngii chuyén gia xudt sdc, ndng cao nang lwc an toan, an ninh mang Viét Nam.
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1. Tinh hinh ddm bdo an toan thong tin mang

1.1. S6 liéu tin cong mang

Trong thang 02/2022, di ghi nhan, canh bao va huéng dan xir Iy 1.260 cudc
tan cong mang giy ra sy cd vao cac hé thong thong tin tai Viét Nam (181 cudc
ltra dao - phishing, 118 cudc tin cong thay doi giao dién - Deface, 961 cudc tin
cong cai, cim ma doc - Malware), giam 8,89% so voi thang 01/2022. S6 lugng
dia chi IP Viét Nam nam trong cac mang botnet 1a: 879.342 dia chi, giam 9,52%
so v&i thang 01/2022.

Pén thang 02/2022, Bo Thong tin va Truyén théng (Cuc An toan thong tin)
da gén tin nhiém mang cho 1.544 website.

1.2. Bio dam an toan hé thong thong tin theo cap do

a) B, nganh

Theo thong ké bao cdo ciia cac bo, nganh, dén thang 12/2021, tong sb6 hé
théng thong tin (HTTT) cta bd, nganh 13 674, trong @6 HTTT dugc phé duyét Ho
so dé xuét cap do (HSPXCD) la: 322, chiém 48%, cu thé:

Théang 12/2021 K¢ hoach 2022
" Clp 4t SO HT S‘A’AHT aa Ty N .. | SOHT Ty 1§
phé duyét | phé duyét
1 |Capdol 138 52 38% 86 100%
2 | Cap do 2 241 107 45% 134 100%
3 |Capdo3 255 152 60% 103 100%
4 |Capdo 4 37 9 25% 28 100%
5 |Capdo5s 03 02 67% 01 100%
b) Dia phuwong

Pén thang 12/2021, tong s6 HTTT cia dja phuong 1a: 2.179, trong d6 HTTT
dugc phé duyét HSDXCD la: 523, chiém 24%, cu thé:

Thang 12/2021 Ké hoach 2022
i Cap 40 S6 HT sl(:elg;lei T’:yif;gtl‘é S6 HT T 18
1 |Capdol 398 37 9% 361 100%
2 | Cap do2 1.390 340 25% 1.050 100%
3 |Capdo3 386 139 37% 247 100%
4 | Cap d6 4 9 7 78% 2 100%
5 |Capdo5s 0 0 0
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c) Cd nwoc
Téng s6 HTTT ciia ca nude 1a: 2.853, trong d6 HTTT duogc phé duyét la:
845, chiém 30%, nhu sau:

Théang 12/2021 K¢ hoach 2022
o Cap a9 S6 HT Sﬁélgféi Tﬁl‘;‘e’:‘e S6 HT Ty 18
1 Cép do 1 536 89 17% 447 100%
2 | Cap do 2 1.631 447 27% 1.184 100%
3 |Capdo3 641 291 45% 350 100%
4 | Cap d6 4 46 16 35% 30 100%
5 |Capdo5s 03 02 67% 01 100%

1.3. Phat trién thi trwong an toan thong tin mang

Tinh hinh san xuét kinh doanh va phat trién linh vuc ATTT mang van tuong
d6i on dinh: Doanh thu thang 02/2022, tang 41,1% so v&i thang 01/2022, ting
22,3% so vo1 cung ky thang 02/2021.

Tong s6 doanh nghiép dugc cap phép dén nay 1a: 92 doanh nghiép (ting 01
so voi thang 01/2022; tang 05 so véi 12/2020). Trong do:

- 74 doanh nghiép dugc cap phép nhap khau san pham;

- 16 doanh nghiép duogc cap phép san xuét san pham;

- 58 doanh nghiép duogc cip phép cung cip dich vu;

- 61 doanh nghiép co6 tru sé tai thanh phé Ha Noi;

- 29 doanh nghiép c6 tru so tai thanh phé HO Chi Minh;

- 01 doanh nghiép c6 tru so tai thanh phd Hai Phong.

T}:/ 1¢ nhom san phém, dich vu ATTT mang cua Viét qu S0 VOl %2 nhom
san pham h¢ sinh thai ATTT mang dat 95,5%. Ty 1€ san xuat/nhdp khau thang
02/2022 dat 55%.

1.4. Mang luéi ing ciru sw ¢d

Dén thang 02/2022, mang ludi Gmg ctru sy ¢b an toan thong tin mang qudc
gia ¢4 220 thanh vién, bao gém: 58 thanh vién thudc bd, nganh; (§3 thanh vién
thudc dia phuong va 99 thanh vién thudc cac doanh nghiép va cac to6 chirc khac.

q Mang lru’(’yi dugc phan thanh 11 cum, }1§1ng nam cac cum déu xdy dung va
trién khai k€ hoach hoat dong theo Cum, t6 chirc cac hoat dong ho trg, dién tap

ung ctru su ¢0 va bao dam an toan thong tin mang.
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1.5. Xép hang mirc d6 sin sang Biao dam ATTT mang 2021
a) Panh gia don vi cap B)

KHOI CO' QUAN XEP LOAI A

Ngan hang Nha nuéc Viét Nam Ban Quan 1y Lang Chu tich Ho Chi Minh
B¢ Lao dong - Thuong binh va Xa hoi
B Néng nghiép va Phat trién néng thén
Dai Tiéng néi Viét Nam

Vién Han lam Khoa hoc Xa héi Viét Nam

B0 Giao thong vin tai

Bao hiém xi hoi Viét Nam Bo Tu phép

Bo Cong Thuong B6 Vin héa, Thé thao va Du lich
B0 Gido duc va Pao tao Bo Xay dung

B Ké hoach va Diu tu Bo Y té

B Khoa hoc va Cong nghé Dii truyén hinh Viét Nam

Bo Ngoai giao Thanh Tra Chinh phu

Bo Noi vu Thoéng tan x3 Viét Nam

B6 Tai chinh Uy ban Dan tic

B6 Tai nguyén va Méi truong Van phong Chinh pha

Vién Han 1am Khoa hoc va Cong nghé Viét Nam
b) Panh gia don vi cap tinh

Cin Tho Thai Nguyén Biic Kan Ha Noi
Da Ning Thira Thién Hué Bac Liéu Hiu Giang
Quiang Ngii Vinh Phic Ca Mau Lai Chéu
Quiéng Ninh Cao Biing Ninh Binh

Pik Néng Quang Tri

Son La

An Giang Binh Thuin Ha Tinh Kon Tum Phii Tho Tién Giang
Ba Rja - Viing Tau Pik Lik Hai Duong Lam Péng Pht Yén Tra Vinh
Bic Giang Dién Bién Hai Phong Lang Son Quiang Binh Tuayén Quang
Bic Ninh BPong Nai H& Chi Minh Lao Cai Quang Nam Vinh Long
Bén Tre Pong Théap Hoa Binh Long An Séc Trang Yén Bai
Binh DPinh Gia Lai Hung Yén Nam Binh Tay Ninh
Binh Duong Hi Giang Khanh Héa Nghé An Thai Binh
Binh Phude Ha Nam Kién Giang Ninh Thuin Thanh Héa

2. Kinh nghiém quéc té

2.1. Bio ddm an toan cdc hé thong thong tin co quan nha nwéc, linh vwe
quan trong nhin tir cudc xung dot giiva Nga - Ucraina.

Trong cudc xung dot gitra Nga - Ucraina, khdng gian mang tré thanh mat
tran khoc liét, nhiéu hé thong thong tin ciia cac co quan chinh phi, ngan hang, to
chtre tai chinh va linh vyc quan trong da bi tan cong tu chdi dich vu (DDoS -
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Distributed Denial-of-Service) va nhiém ma doc nguy hiém x6a dir liéu co tén
WhisperGate, qua d6 gdy ngung tré va gian doan cung cip dich vu, dién hinh 1a:

Ngay 13/01/2022, Ucraina thong bao di xay ra mot cudc tin cong mang quy
mo 16n nham vao cac trang web cia chinh phii nude nay khién mot sb trang khong
truy cap duogc, trong d6 co6 cac trang web cua Bo Ngoai giao, Noi cac, B Chinh
sach rudong dat, B6 Gido duc, Hoi dong an ninh va quéc phong. Tiép do, ngay
15/02/2022, trang web ctua Bo Qudc phong, cac luc lugng vil trang, ngan hang
Privatbank va Oschadbank tiép tuc bi tin cong.

Sau d6, ngay 25/02/2022, Mykhailo Fedorov, B truong Chuyén dbi sb
Ucraina, thdng bao thanh 1ap doi quan tinh nguyén tdn cong mang cua nudc nay.
Céc lyc lugng tinh nguyén tan cong mang phia Ucraina di st dung cudc goi,
emails, tin nhin qua céc tong dai 40 dé gti hinh anh, video binh linh Nga ttr tran
truc tiép ti nguoi dan tai Mét-xco-va. Cac website ctia chinh phu Nga lién tuc bi
danh sap trong thoi gian ngan, chu yéu bdi tan cong DDOS.

2.2. Chwong trinh tim kiém 16 héng cho cac hé théng quan trong cua co
quan nha nwoc

Tai Singapore, tir nim 2018 di to chtc chuong trinh tim kiém 16 hong bao
mat (bug bounty) cho cac hé thong thong tin, trang web, dich vu sd quan trong
ctia cac co quan chinh phu, trong d6 kéu goi cac chuyén gia bao mat trén thé gisi
tham gia chuong trinh nay. Tai chuwong trinh, Bug Bounty 1an thir tu, phat dong
vao thang 8 nam 2021, don vi t6 chirc théng bao giai thuong cho mdi bao cdo 15
hong tim duoc s& dao dong tir 250 USD dén 5.000 USD va chuong trinh s& c6
giai thudng 16n nhat 18n dén 150.000 USD (khoang gan 3,5 ty dong) cho bao cdo
“dic biét”, tim duoc 16 hong dic biét nghiém trong.

Tai My, céc co quan vé dam bao an toan thong tin cta chinh phu My da to
chure nhidu chuong trinh tim kiém 156 hong, sang kién an toan thong tin dé kéu goi
cong dong chuyén gia ATTT tim kiém, cung cap thong tin 156 hong d6i voi cac hé
théng cua co quan chinh phu thudc chuong trinh. Dién hinh nhu Bo An ninh néi
dia (DHS - Department of Homeland Security) da cong b chuong trinh “Hack
DHS - Hack B6 An ninh noi dja”, hay B Qudc phong My (Department of
Defense) tir nim 2019 cong bd chuong trinh “Hack the Pentagon” (Hack Lau Nam
Gac), cac chuyén gia ATTT khi tham gia cac chuong trinh nay dugc tra thuong
tuong Gmg véi gia tri, mic ¢ nghiém trong cua 16 hong tim dugc.

Thong qua cac chuong trinh Bug Bounty, cdc co quan dam bao ATTT mang,
an ninh mang cua chinh phu cac nudc s& huy dong duoc tri thirc cia cong dong
chuyén gia, nhanh chéng gitip khic phuc va phong ngira cc nguy co mit an toan
d6i voi cac hé thong cuia co quan chinh phu.
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3. Mt s6 ton tai, han ché

Thoi gian qua, cac b6 nganh, dia phuong va cac co quan lién quan da nd luc
trlen khai cac nhiém vu vé bao dam an toan thong tin mang, chua dé xay ra cac
su ¢ nghiém trong. Tuy nhién, két qua vira qua chua xu’ng tam v6i yéu cau veé
dam bao an toan thong tin mang phuc vu hoat dong chuyén d6i sb theo quan diém
chi dao ctia Thi tuéng Chinh phi tai Quyét dinh sé 749/QD-TTg ngay 03/6/2020
1a “Bdo dam an toan, an ninh mang la then chot dé chuyén doi sé thanh cong va
bén viing, dong thoi la phdn xuyén sudt, khéng thé tach roi cia chuyén doi s6”,
dién hinh:

- Con nhiéu bd, nganh, dia phuong chua trién khai, tuan thu quy dinh phap
luat vé& bao dam an toan hé théng thong tin theo cap d (ty 1é phé duyét bang 0%),
gdm: Bé Lao dong - Thwong binh va Xd hi; Bé Nong nghiép va Phdt trién néng
thén; B6 Néi vu; B Xay dung;, Vin phong Chinh phit; Thanh tra Chinh phi; Uy
ban Dan toc; Vien Han lam Khoa hoc va xd hoi Viét Nam,; Ban quan ly Lang Chu
tich Hoé Chi Minh An Giang, Bic Giang, Ba Ria — Viing Tau, Bac Liéu, Bén Tre;
Binh Dwong; Binh Phuéc; Ca Mau; Pdak Néng; Pién Bién; Pong Nai; Pong
Thap,; Ha Giang; Ha Ngi; Ha Tinh; Hai Dwong; Hdau Giang; Ho Chi Minh; Kién
Giang; Lai Chau; Ninh Binh; Pha Yén, Qudang Binh; Qudng Nam, Tdy Ninh.

- Chua quan tdm, wu tién nguodn luc cho ddi ngii nhan lyc an toan thong tin
mang. Pén thang 02/2022, chi ¢6 03/22 don vi chuyén trach cong nghé thong tin
(CNTT), an toan thong tin (ATTT) thudc bd, co quan ngang bd c¢6 phong chuyén
trach vé ATTT, chiém 13,6%; 100% S& (62 S¢ Thong tin va Truyén thong, 01 S6
Vian hoa, Thong tin, Thé thao va Du lich) thuoc UBND cac tinh va thanh phé truc
thudc Trung wong khong co phong chuyén trach ATTT thudc So. Chi c6 07/63
S& ¢6 phong chuyén trach vé ATTT thudc Trung tdm truc thudc So.

- Ty 18 chi cho ATTT trén tong chi cho CNTT con thap. Theo khao sat s6
liéu chi ndm 2021, ¢6 10/26 b, co quan ngang b, co quan thudc Chinh phu! va
25/63 tinh, thanh phé truc thudc Trung wong? co ty 1€ chi cho ATTT so véi chi
cho CNTT thap hon muc yéu cau tdi thiéu 1a 10%.

- Chua quan tam, wu tién ngudn lyc cho hoat dong kiém tra, danh gia ATTT
dinh ky cho cac hé théng thong tin thudc pham vi quan 1y theo quy dinh tai Nghi
dinh sb 85/2016/ND-CP, khong thuc hién kiém tra, danh gia an toan théng tin ma
ngudn (code review).

Nhiing tdn tai, han ché néu trén khong duoc kip thoi khic phuc s¢é dat ra
nhiéu thach thtrc 16n cho viéc dam bao an toan thong tin mang, gop phan thuc
hién cong cudc chuyén doi sb thanh cong.

110 co quan gom: Cac Bo: Tu phép, Tai chinh, Gido duc va Pao tao, Y té, Lao dong - Thuong binh va X4 hoi, Uy
ban Dan toc, Pai truyén hinh Viét Nam, Dai Tiéng néi Viét Nam, Vién Han 1am Khoa hoc X3 hoi Viét Nam, Ban
Quan ly Lang Cha tich Hb Chi Minh.

226 tinh:Quang Tri, Ca Mau, Lai Chau, Ha Nam, Bac Liéu, Phu Tho, Can Tho, Béc Giang, Ha Giang, Kién Giang,
Binh Phuéc, Hau Giang, Dak Nong, Lang Son, Binh Duong, Bic Ninh, Nghé An, Son La, Cao Béng, Gia Lai,
Bic Kan, Thanh Hoa, Hai Phong, Thai Binh, Soc Trang, Ninh Binh.
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4. Kién nghi, dé xuat

Trong thoi gian to1, nham hién thyc quan diém chi dao vé bao dam an toan,
an ninh mang 1a then chdt dé chuyén doi s6 thanh cong va bén virng, dong thoi 1a
phan xuyén sudt, khong thé tach roi ciia chuyén doi sé. B6 Thong tin va Truyén
thong dé nghi cac bo, nganh, dja phuong:

(1) T6 chuc phd bién, quan triét téi toan bd cac to chirc, ca nhan lién quan
vé hai nguyén tic bao dam an toan, an ninh mang, cu thé 1a hé théng thong tin
chua két luan bao dam an toan, an ninh mang chua dua vao st dung; hé théng thar
nghiém, co dit liéu that thi phai tuan thu day da quy dinh nhu hé théng chinh thuc.
Thot han hoan thanh: Thang 5/2022.

(2) T6 chirc trién khai day di bon giai phap bao dam ATTT mang, cu thé 1a
phan mém ndi bd do don vi chuyén nghiép phat trién, tuan thil phat trién theo quy
trinh DevSecOps; hé thong thong tin trién khai day du phuong an bao dam ATTT
mang theo cap do; hé thdng thong tin duoc kiém tra, ddnh gia ATTT mang trudc
khi dua vao sir dung, khi nang cap, thay doi, dinh ky theo quy dinh; hé théng
thong tin duoc quan 1y, van hanh theo mé hinh 4 16p theo Chi thi s6 14/CT-TTg
ngay 07/6/2019 ctia Thu tuéng Chinh pht. Thoi han hoan thanh: Thang 10/2022.

(3) T6 chitc xac dinh, phan loai va phé duyét HSBXCP cua 100% céac hé
théng thong tin thudc pham vi quan 1y. Thoi han hoan thanh: Thang 9/2022.

(4) Tang cudng to chire dién tap thuc chién vé ATTT theo huéng dan cia
Bo Thong tin va Truyén thong. Tdi thiéu to chirc 01 dién tap thuc chién trong nim
2022. Thoi han hoan thanh: Thang 11/2022.

(5) 100% cac hé thong thong tin két ndi, chia sé véi co s& dit liéu qudc gia
vé dan cu hoan thanh phé duyét HSDXCP va trién khai day du phuong 4n bao
dam an toan thong tin. Thoi han hoan thanh: Thang 06/2022.

(6) Cha quan cac hé théng thong tin quan trong, hé thong thong tin cap do
4, 5 tang cudng hoat dong kiém tra, danh gia tim kiém 18 hong bao mat theo quy
dinh va phai tham gia chuong trinh tim kiém 16 hong bao mat (Bug Bounty) do
Bo Thong tin va Truyén thong chu tri, phat dong.

(7) 100% bd, nganh, dja phuong c6 phong chuyén trach vé ATTT thudc don
vi chuyén trach vé CNTT, ATTT hodc phong chuyén trach vé ATTT trong Trung
tam sy nghiép truc thudc va phan b6 ti thiéu 05 nhan su chuyén trach vé an toan
thong tin mang. Thot han hoan thanh: Thang 11/2022.

(8) 100% hé théng thong tin cAp d6 3 trd 1én cua cac bo, nganh va dia
phuong dugc trién khai gidm sat an toan thong tin mang tap trung, c6 cam két chat
luong dich vu va tra kinh phi (néu thué ngoai). Thoi han hoan thanh: Thang
6/2022.

Bo Thong tin va Truyén thong kinh bo cio./.

BQ THONG TIN VA TRUYEN THONG
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